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1. REGISTRATION

Bank customers who are private persons can sign up for online banking system on their own. To
perform it, follow the “"Registration” link sited on the page to login to the system.

For private customers

Login B
Password B
Forgot your password? Security measures

| want to connect

Registration

1. In the opened form you must specify the number of a card you received in the bank. If
you don’t have a card, contact the bank, please.

2. Click the “"Next” button.

I Step 1 of 3 Registration in the system ><

e Specify a card number of any of your CRYSTALBANK cards.
e [f you don't have a card please contact the bank.

(redit Card .RYSTALBANK

1234

0123 “» 01/80
Name Surname

| =

3. In the opened form enter your card CVV2 code and click the “"Next"” button.
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Step 1 of 3 Reaistration in the system ><

e Enter CVV code. (The three-digit code you can find on the back of the card)

4. Random amount of funds from 1 to 3 will be withdrawn from your account. An SMS with

information about exact amount of funds will be sent to your phone number that you
provided the bank earlier. In the opened form enter the amount of funds (in kopecks) that
was specified in SMS and click the “Confirm” button. If SMS informing is disabled, please
contact the bank to find out the required amount of funds. After your registration has
been completed, specified amount of funds will be refund to your account.

Step 2 of 3 Confirmation

waw VIRGIN T P -

lessages CRYSTALBANK Datails

USPISHNA OPLATA 2.07 UAH P0.02 16.20

KARTKA "9356 Y |
MY.CRISTALBANK.COM.LUA_3 X

Balans: 30 UAH

Detali: 044 56233246

i

Enter the amount from SMS
2.07 ‘

On the next step the system will display your name, surname, middle name, e-mail, and
phone number. If the phone number that was provided to the bank earlier is not valid,
contact the bank to update your personal details. Please check if your email is displayed
correctly and change it if needed.

Enter a unique login you will use for signing into the system. Your login must contain at
least 6, maximum 30 characters. It is allowed to use letters of the Latin alphabet,
numbers, and "_", "@", "-" symbols.
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Step 3 of 3 Registration

Last name TapaH
First name Anekcei
Middle name ANEeKCaHaPOBUY
Cell phone +38063
User login
E-mail .Ccom.ua
Confirm data

7. Click the “Confirm data” button. The system will display a notification about accepting
your registration request.

8. A message about successful registration in the system will be sent to the phone number
that you provided the bank earlier. Also, the SMS will contain a password for the first login
to the system.
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2. LOGIN TO THE SYSTEM

To log in to the system, follow the link to the Internet banking for private customers and login
form will be displayed.

Attention! It is recommended to adjust browser settings for correct operating the system
(see "Recommended settings of a browser”).

1. Several languages are supported by the system. Select a suitable language of interface:
e “UA" - Ukrainian.

e “RU” - Russian.
e “EN" - English.
For private customers

EN

vanhalen =
T
Forgot your password? Security measures

EN

https://www.crystalbank.com.ua

2. Enter your login and password to sign in to the system. Also, you can use virtual keyboard.

Click the button and it will be displayed.
3. Click the “Enter” button.

4. If you need to enter the code from SMS in order to confirm the login, you will receive an
SMS message with the code to your mobile phone number that you indicated in the bank
during registration in the system. Enter the code from SMS and click the “Confirm”
button:
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For private customers

vanhalen =]

Enter the code from SMS

An SMS containing a password has been sent to you
phone number. Enter the received password to log in to
the system

Resend SMS 40 s

Confirm

Forgot your password? Security measures
EN

https://www.crystalbank.com.ua

The term of SMS code is limited (the setting “Validity of one-time password from SMS”,
see “Console settings”). If the code is not accepted by the system or its validity has expired, you
can request SMS with a new code (the timer displays when the “"Request SMS” button will be
available).

Attention! The number of failed attempts of login to the system is limited. If you exceed the limit
of attempts, the logging in to the system will be blocked. To unblock the access to the system,
contact the bank.

On the page of login to the system, you can view the phone number for contacting the bank.
2.1. Password recovery

To recover a password:

5. Click the “Forgot your password?” link sited on login form under the fields for entering
the login and password.
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For private customers

EN

vanhalen =]

‘ |Pass'.uuford =] ’

@ Security measures

EN

https://www.crystalbank.com.ua

6. On the page for entering your personal details, specify the following:

e Your login in the system;
e The last 4 digits of your card number which is active and not blocked;
e Your date of birth in format DD.MM.YYYY.

R

i

Login
vanhalen
peasnenieedie | qome (it Cord  MPCRYSTALBANK
last 4 digits of your R,
card number ‘
1234 5678 8012 [3456
o “2 0Y/80
Please enter the 01.01.1985 Name Surname

date of your birth

7. Click the “Continue” button to send the request to the bank for password changing or the
“Cancel” button to return to the login page.

Attention! All fields are required to be filled. If at least one field is not filled, the system will
display a corresponding message.

If data was entered correctly, an SMS with one-time password will be sent to your phone
number, that you provided the bank earlier.
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Note. The phone number must be registered in the system. If you don’t have any registered phone
number, the system will display a message about the necessity of contacting the bank.

X

\ Dear customer! Your phone number is not registered in the bank. To restore
the access to “My CRYSTALBANK" system, please call the Contact Center.
Login
VANHALEN
Pleascemmte: | oo oot PCRYSTALBANK
last 4 digits of your ~. }
card number B
1234 5678 8012 |3456
Pl terth 4 Y
ease enter the Name Surname
date of your birth 01.01.1970
|
(

— T L

If data is entered incorrectly, the system will display the message about necessity of checking
personal details that you entered.

———=3

\
Dear customer! Please make sure you have entered your personal data

correctly.

Login
VANHALEN

Please enter the 1234 ;n"dii cord PRCRYSTALBANK ‘

last 4 digits of your T
card number

1234 5678 9012 B456

0123
w2 DV/B0
Please enter the Name Surname

date of your birth 01.01.1985

— SES——— |

Attention! The number of failed attempts of entering data is limited. If you exceed the limit of
attempts, the logging in to the system will be blocked. To unblock the access to the system,
contact the bank.
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Information

Dear customer! The allowed number of
attempts for entering your personal data is
exceeded. To unblock the access to "My
CRYSTALBAMK" system, please call the
Contact Center

8. Enter the one-time password in the opened field and click the “Continue” button.

Login

I
L

VANHALEN

last 4 digits of your
card number

1234 5678 9012 [B456

0123
= 0Vv80
Please enter the Name Surname

date of your birth 01.01.1970

An SMS containing a confirmation code has been sent to the mobile number
you specified in the bank during your registration in the system

Enter the code RESEND SMS CONTINUE
from SMS

9. If the one-time password expires, click the “Resend SMS” button.

Attention! The number of failed attempts of entering the one-time password is limited. If you
exceed the limit of attempts, the logging in to the system will be blocked. To unblock the access to
the system, contact the bank, please.

If you specified the password correctly, the system will display a message about sending an
SMS with a new password. Also it will contain information about necessity of changing this
password during your first login to the system (see “Password change”).

Iformation

An SMS containing a new password for

| logging “My CRYSTALBAMK" has been sent to
you. Please change this new password the
first time you log in.
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10. In the login form, enter your login in the Login field and the password that was sent
via SMS - in the Password field (see “Login to the system”).
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3. GENERAL PRINCIPLES OF OPERATING THE SYSTEM
3.1. Main page of the system

The left side menu contains the following items:

e “Main” - to switch to the main page.

e “Accounts and cards” - to switch to your current and card accounts.
e "Deposits” - to switch to your deposits.

e "“Loans” - to switch to the list of your loans.

e "“Payments and transfers” - to switch to your payments.

e "Service payments” - to switch to the payments for public utilities and other
services.

e "“Service ordering” - to switch to the PDF-requests for bank service ordering.

DEPOSIT MONEY PAY FOR THE SERVICE PAYMENT HISTORY

(; HKPHUCTAJIBAHK

logout B
Auto logout in: 9 min
VBaH
T Kpy3eHwTepH

MAIN i o
LIST OF ORDERS ﬁ SERVICE PAYMENTS S} smrements
> ACCOUNTS AND CARDS
» DEPOSITS
L@ creweatranseer
LOANS .
» PAYMENTS AND TRANSFERS
» SERVICE PAYMENTS
NEW NOTIFICATION Clear T
SERVICE ORDERING
16.05.2018 782 24-JAN-32 E9EBB86D735D5EF 375943A332528F 62E
16.05.2018 781 24-JAN-32 DT TBES0CSDCCO4AB0CFECEDC3TBE5BR3
View all

MNAH PABOTHI HA TECT AU3AMHOM

Mnan paboTbl HAA TECT AW3aAHOM

- AHAMNU3 UMEIDLLMXCA NPOEKTHBIX apTediakTos: AOKYMEHTALWA (CNelndHKaLmu, TpeCoBaHus,
NNaHbl), MOAENH, HCNOMHAEMbIA KO4 U T.4

- HANUCaHKe cnelMdUKaLIMKH No TECT AU3ainy (Test Design Specification)

- NDOEKTUPOBAHHE M CO3AAHWE TECTOBLIX CIy4aes (Test Cases)

On the main page and on the others as well, the following functions are available:
e "“CRYSTALBANK” logo is a link to the main page of Internet banking.

e Time of log out the system.
e “Log out” - a button of log out the system.

e The H button of changing the interface language.

e "“Messages” - a button of exchanging messages with the bank
(see "Messages”).

e “Help” - a button of switching to the system guideline.

e "“Settings” E] - a button of switching to the system settings
(see “Settings”).

¢ “Regulations” - a button of switching to the list of regulations (a link
to the bank web-site).
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«Notification» n - a button of switching to the list of the bank
notifications on your cards and regular payments (see Notification, Bank
cards, Regular payments).

You can adjust your avatar in the system. To perform it, proceed as follows:

C:\fakepath\korablpt-4.png

Click the area under the bank logo.
In the opened form, select a file of the image.
You can download the whole image or select the part of it.

Click the “"Ok" button.

In the center area of the main page, the following items are available:

Information - section for viewing notifications and news for the bank clients.
By clicking the “View all” button you can switch to the notification page
(see Notification).

Main menu of the system - buttons of switching to the system sections. You
can:

o Drag and drop buttons to place them in suitable order.
. (%) .
o Remove buttons using the “— button in the upper-left corner.

o Add buttons using the “Add” button. In the opened form, select
required button and click the “"Add” button.
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DEPOSIT MONEY LIST SERVICE DAVIMENTS

o

F ORDERS

ARCHIVE
CREATE A PAYMENT PAY FOR THE
TRANSFER HISTORY SERVICE
ADD

¢ “Information” - section for viewing the news by bank customers and
notifications.

e “Mobile top-up” - section for quick top-up your mobile phone account.

o Select a provider, clicking the corresponding logo.

o Enter the phone number and click the “Replenish account”
button.

o Specify the amount of funds to transfer.

o Select your current/card account to be debited and click the
“Replenish account” button.

o At the next stage, enter a code from the SMS and click the

“Sign” button (see “Signing of payment documents”), having pointed out
the commission before.
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Mobile top-up

* KuiBCTAP

671234567
uat

Commission:1.22

Enter the code |l :
Resend SMS 89 =

“Transfer to own account/card” - section for quick transfer between own
accounts.

el Transfer to own account

From account/From card
2625550001673 |85 57272 UAH  w

To an account/card
OCHOBHOW C...| 262020000007...

o Select the number of your current or card account from which
you are going to transfer funds.

o Select the number of your current or card account to which you
are going to transfer funds.

o Specify the amount of funds.

o Click the “Transfer” button.

o Confirm creating the payment (see “Signing of payment

documents”).

“Exchange rates” - section for viewing the exchange rates. To switch to
the complete list of exchange rates, click the title of “Exchange rates”
widget. The “"Bank” and “Card” tabs are located in the opened form. In the
“Card” tab, you can view the exchange rate history by setting the required
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date. For adjusting the list of exchange rates you can switch to system
settings by clicking the “Adjust” button (see “Currency adjusting”).

|‘2 Exchange rates

Bank Card
(H]] rrency Purchase
usD 26.35 26.80
EUR 27.30 27.57

See the exchange rate for the date | 10.04.2017 [ Show

Return

3.2. The list of available symbols

The system checks the content of all fields located on the form of the document. The table
below contains symbols acceptable for encryption.

Symbol type Symbols

Cyrillic symbols aQBrneémsmﬁKnMHoanTycbx qmmbblbapﬂABBrﬂ,EE)KB
MAKNMHOMPCTYOXUYWWbblb3OArriliie€

Latin symbols abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQR
STUVWXYZ

Numbers 0123456789

Other symbols !"#,$%&'()*+"'/:;<=>?@[\]A—‘{|} Br,f,..T+€ %0 /b
<HKRUH """ oe-—™pswikhuYylx! ©@-®°+£uN2jSs

3.3. Signing of payment documents

To confirm the operation of creating the payment document, you need to sign it via SMS code
before sending to the bank.

At the last stage of creating the payment document (or performing another operation in the
system that requires confirmation), you click the "Next” button, at the moment you will receive an
SMS message with the code to your mobile phone number that you indicated in the bank during
registration in the system.

Check whether details of the payment document were entered correctly, enter the
confirmation code from SMS and click the “Sign” button:

° The document is entered; waiting for SM3 confirmation.

Enter the code from SMS Resend SMS 86 s

The term of SMS code is limited (the setting “Validity of one-time password from SMS”,
see “Console settings”). If the code is not accepted by the system or its validity has expired, you
can request SMS with a new code (the timer displays when the “"Resend SMS” button will be
available).

Enter the code from SM3 Resend SMS
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3.4. Filter and refreshing data
For easy search of data in the system you can use the following features:

1. Filter data. If forms with lists contain filters, you can set the parameters and receive
information about desired data type.

To enable the filters, proceed as follows:

e Enter the parameters in the text field and click the “Enter” button on your
keyboard.

Amount

e Select the value from the dropdown list.
State
ALL DATA  w
e Enter required date or use a built-in calendar in the field for date and click
the “Enter” button on your keyboard.

Date

=

o If the parameter “Apply a filter according to the bank business day” is set,
the filter according to the bank business day will be applied automatically in
the forms with lists ("Bank branch, which business day is used in table filters
by default”, see “"Console settings”).

Also, you can sort data in the tables according to certain fields. To perform it, click the title of
the table column.

2. Refreshing data in tables. Using the button (“"Refresh the table data”) you can
refresh data in tables. Herewith the synchronization with bank database is performed.

3. Moving pages. Using the toolbar you
can move pages and view the entries (you can adjust the number of entries displayed on
one page in the Settings/Console settings menu item).

3.5. States of documents
States of documents:

e Entered - the document is accepted by the system.
* Not all signatures - the document is not signed using the code from SMS.

e Rejected - the document is not approved by the bank with specifying the
reason for rejection.

e Postponed - the document is postponed by the bank (e.g. in case if it is
necessary to check any requisites or in case the document cannot be
processed in the current business day).

e Accepted - the document is accepted by the bank.
e Approved - the document is approved in the bank.
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e Under processing - the document is being processed by the system before
sending.
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4. FUNCTINALITY
4.1. Current accounts

You can view the list of your current accounts in the Accounts and cards menu item.

The number of current account or it name (if any), amount of funds and currency are
displayed in the list.

ACCOUNTS AND CARDS

a 2620050001673 78.633.29 UAH

i}' OcHoBHOM cueT 911.41 UAH

26205000000297 907.68 UAH

i

fr

i

To view the list of approved documents, click the “Account history” button

(see “Account history”).

To receive detailed information about the account, select required entry from the list.

In the opened form, you can:

e Nickname an account for convenient operating - to perform it, click the

button, enter the name and click the button - “Save”.

e Pick up an icon which will be displayed with the account name for better

visibility and easier search - to perform it, click the button and select

the icon from the list.

CURRENT ACCOUNT DETAILS

ij! Name: OCHOBHOM CYeT

Available cash: 911.41 UAH Replenish account

Branch: BaHk 300006
Perform transfer n

Account: 2620200000071
( Receive a statement ‘ [} )
( Account details ‘ 8
( Account history = J

e Replenish a current account - “Replenish an account” button. You will
switch to the form Transfers/ To own account/card (see “Transfer

between own accounts”).

e Make a transfer from current account - the “Perform transfer” button. You

will switch to the Transfers form (see “Transfers”).

e Receive a statement by clicking the “Receive a statement” button

(see “Account statement”).
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e View account details by clicking the “"Account details” button. You can save
or print the details.

ACCOUNT DETAILS

Recipient account 2620200000071

Recipient code (ID) 1212458754

Recipient’s bank MNAT «KPUCTANBAHK»

Bank code 300006

Payment purpose Account replenishment. Without VAT,

e Make a request for approved document list - the “Account history” button
(see “Account history”).

4.2. Bank cards

You can view the list of your bank cards by selecting the Accounts and cards menu item.

The list contains the following information: last 4 digits of your card number (in **7890
format) or the card name (if any), card balance and currency of card account.

Attention! If you want the list to contain active and inactive cards, switch to the settings and
enable the “Show inactive cards” function (see “Console settings”).

In the form with the list, you can:
e Refresh the information about the balance by clicking the “Update the card

P |

balance” button - (for active cards).

e Switch to the account history by clicking the i button (see “Account
history”).

ACCOUNTS AND CARDS
ﬂ = 0014 60,921.69 UAH ="

=002 2
& = 0097 499325 UAH () (@
o
** 0189
é *0 071 000 UAH O &
2113 000 USD (O &

To receive detailed information about the card, select required entry from the list.
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CARD ACCOUNT DETAILS

Available cash =

544,512.7TUAH () Replenish account

Own funds: 1389.28 UAH S n
Credit limit: 543123 .49 UAH
( Receive a statement | ™ )
Available credit funds: 543123.49 UAH
( Account details | =} )
Used credit funds: 0 UAH
( Account history | =] )
Product name: 30 acreatortest3 1283

Period of credit limit:

Annual loan % rate:

24

Branch:

300009 (300006)

Account:

2625060110000

CARDS ISSUED TO THE ACCOUNT

ALTCE ABERNATHY

Name: 14 kapTa

CWW2 code check Enabled ) 27.02 18:39 Disable »

Card state Active Block »

[}El:] View blocked amounts

Card limits ) 02.03 17:26
Transaction name Quantity Amount
Daily limit on cash withdrawals on the card 45 50 UAH
Daily limit on card payments in points of sales 45 7 UAH
Total limits 50 50 UAH
1Y [Tiemet please uSe online order or contact e bank o O

On the opened page, you can view general information on the card account and perform the

following actions:

View the available funds on the card account using the ™ button and refresh

the information about the card balance by clicking ‘:’ button ("Update the
card balance”).

Replenish card account — “Replenish account” button - by switching to the
Transfers/ To own account/card form (see “Transfer between own
accounts”).

Transfer funds from this account - “Perform transfer” button- by
switching to the Transfers form (see “Transfers”).
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e Make a request for receiving the statement by clicking the “Receive a
statement” button (see “Account statement”).

e View the account details, save them and print - the “Account details”
button.

Recipient account

Recipient code (ID)

Recipient’s bank

Bank code 300006

Payment purpose Account replenishment. Without VAT

e Switch to the approved documents by clicking the “Account history”
button (see “Account history”).

In the “Cards issued to the account” section, you can perform the following:

e View card details including the card type — main or additional.

| f‘ |

e Nickname the card. To perform it, click the " button - “Rename”,
_ ()
enter the name and click the —— button - “Save”.
e View the information about CVV2 code check (for active card) and

enable/disable the CVV2 code checking for the operations in the Internet
banking (see “Information about CVV2 code check”).

e Perform the card blocking — the “Block” button (see “Blocking a card”).

e View the list of operations which were performed on the card account but
have not been processed in the bank - the “View blocked amounts”
button (see “Blocked amounts on card”).

e View and change your card limits in the “Card limits” section (see “Card
limits™).

4.2.1. Blocked amounts on card

To view the list of operations which were performed on the card account but have not been
processed in the bank, click the “"View blocked amounts” button on the page of viewing detailed
information, in the “Card issued to the account” section.
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CARDS ISSUED TO THE ACCOUNT

Name: 14 kapTa @

CWW2 code check Enabled ) 27.02 18:39 Disable »

Card state Active Block »

[}El:] View blocked amounts

Card limits ) 02.03 17:26
Transaction name Quantity Amount
Daily limit on cash withdrawals on the card 45 50 UAH
Daily limit on card payments in points of sales 45 7 UAH
Total limits 50 50 UAH
) S e e e ander of caniact ine bk Orand on ne

On the opened page, the list of block amounts will be displayed. Also, you can view the
specified date and time of transaction, amount and currency of transaction, amount in a currency
of account, enterprise name and authorization code. Initial amount and blocked amount can be
browsed as well.

4.2.2. Information about CVV2 code check

While you are performing operations using your card details, CVV2" code check is being one
of security elements.

Current state of CVV2 code checking is shown in the "CVV code check” line. If you are viewing

data for the first time, click the ':’ button. The date and the time of last updating are displayed
next to the button.

. *cvW2is a three-digit security code, printed on the card reverse side, in the signature area and is used as an
additional protection from card fraud and to perform operations using card details.
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** 0063 Visa Classic ..

a Main Name: 14 kapTa (#)
CWV2 code check Enabled () 27.02 18:39 Disable

»
Active Block i»)

) View blocked amounts

You can temporary disable CVV2 code checking to perform operations on the Internet using
Internet banking. To perform it, move the “Disable” button (pay attention that the button is
available if the CVV code check is enabled).

|
Disable card protection with CVV code?
You will have to confirm the request with SMS
Cancel
alll

Operation of disabling CVV2 code checking requires to be signed (see “Signing of payment
documents”).

Attention! The bank will not be liable for losses related to performing operations with the card
when CVV2 code checking was disabled.

After performing operations on the Internet you need to enable the check of the CVV2 code.
To perform it, click the area on the left of the switch and confirm your action in the opened window.
As a result, CVV2 code checking will be enabled.

4.2.3. Card limits

To secure your payments performed with the card, the bank sets the limit to your daily
expenses. This limit restricts the maximum amount of funds and the maximum number of
operations according to your card type. But you can control your card expenses on your own as
well as view and change the limit to the amount and number of cash withdrawal operations,
payments for products and services.

To update information about card limits that is provided by the bank, click the “Refresh”
button. The date and the time of last updating are displayed next to the button.

You can change the limits on cash withdrawal, purchasing and total limits. To perform it,
enter the amount of funds and the number of operations, click the “Change limit” button and
confirm your action by the signing (see “Signing of payment documents”). Refreshed card limits
apply for the card when you save the changes.
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Card limits ) 02.03 17:26
Transaction name Quantity Amount
Daily limit on cash withdrawals on the card 45 50 UAH
Daily limit on card payments in points of sales 45 7 UAH
Total limits 90 50 UAH
1Y Intemet.please use online order of contact e bank.

To change the limits for operations performed abroad or/and on the Internet, use the link to
create online order or contact the bank please.

4.2.4, Blocking a card

On the form of viewing detailed information on the card, you can perform blocking the card
by moving the “Block” switcher.

CARDS ISSUED TO THE ACCOUNT

'lj' ~ Main Name: My card
.

CVV2 code check Disabled () 02.0217:42 Enable

Card state Active Block

v ©

9898 Sl xxaexx 0753 B
i 1970 Validity period expires 12/20 Re-issue 'O ( LD View blocked amounts
ALTCE ABERNATHY

If you need to unlock the card, proceed as follows:

1. On the form of viewing detailed information on the card, move the “Unlock” switcher.

CARDS ISSUED TO THE ACCOUNT
5483 Visa ..

' Additional Name: @

Card state Blocked Unlock

Validity period expires 07/21 Re-issue 'O

0?7221 MasiarGard
ALEGEIEABERNATHY.

2. Sign the request for unlocking the card (see “Signing of payment documents”).
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4.2.5. Reissue a card

If you have cards that expire, then each time you go to the Accounts and Cards section,
you will see an information message that your card expires and you need to reissue it. A separate
message for each card:

Walidity period 472472775640 aof 3 card
"2E25E000000473" issued to the account
expires ind1 day

wiew card information

O MNever show

The message displays:
= masked card number;
= name of the account;
= validity period of the card;

= the "View card information" link to the detailed card information form, where you can
reissue the card;

= the "OK" button - the message is closed, but will be displayed at your next login;
= the "Never show" checkbox - the message will not appear at your next login.

Besides, there is "Re-issue" button in the list of accounts and cards, as well as on the form
of detailed card information, which is also a link to the card re-issue form:

M2E265000040237  Free 15,000.00 UAH =

W7E3  “isa Classic Standard

%gégDSDDDHE?S 3M acreatortest3 489325 UAH

1089 isa Classic Standard \.f’oahdny period expires 12/16 Re-issue

If you have cards that are already expired, you’ll receive the notification which you can view
in the “Information” section or on the “"Notification” page (see Notification).

To re-issue the card, click the "View card information” link in the message window, and
then click the "Re-issue" button on the detailed card information form (or click the "Re-issue"
button on the form with the list of cards):

Page 28 from 90



Internet banking for private customers (CRYSTALBANK) User manual

4 VISA 75566 Visa .. VISA VISA * 5673 Visa . VISA >
Additional Name: ( / )

Can not display Not up d
state CVV-code 3 Notupdaled

Active Block (

expires 07/17|Re-issue O

Perform step-by-step actions in the “Card reissue” form:
Step 1. Enter the data
Check and, if necessary, change the data required for issuing a new card:

= Surname and name on the card - cardholder’'s name to be printed on the card. By
default, the transliterated name and surname of the counterparty from the banking system
is displayed. If you want to change the name, check the box "Write name manually” and
enter a new name and surname.

Attention! In this field you can only enter Latin characters (English layout), the separators "." and
"-". The maximum length of the field is 20 characters.

= Secret word - password word to the card. By default, the password that you previously
assigned for the re-issued card is displayed. If you want to change the value of this field,
select the checkbox "Change password" and enter the new value.

Attention! In this field you can only enter Cyrillic symbols (Russian or Ukrainian layout), numbers
and spaces. The maximum length of the field is 20 characters.

= Bank branch to receive the card - by default, the branch address in which you have the
card account is substituted in this field. Also, you can select a branch from the drop-down
list (if available).

= Phone number for SMS delivery - the number of your mobile phone for connection to the
SMS informing.

= A checkbox (by default marked) with the text is displayed next to the phone number: "I
accept terms of connection to the SMS informing for the card by clicking the
"Next" button". The word "terms" is a link to the bank's website, where you can find
detailed information about this service.

To proceed to the next step, click the "Next" button.
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CARD REISSUE

WarTwmz 4
Enter the data Yerify the data Confirm with SMS code Finish

Surname and name Latin letters only
an the card: VELYS ABERMATY The may length is 20 characters

O Write name manual
Secret word: Cyrillic characters, numbers and spaces anly

444 The max length is 20 characters

O Change password

Bank branch to CW3C-BAHK, M.KMIB, BYN. IBAHOBA,145 FONCBHE BIATL..

receive a card

Phone number far +38 1 Q97 a784658
SMS delivery:

| accept terms of connection to the SMS informing
terms for a card by clicking the “Next” button

Step 2. Verify the data
Check all parameters of the re-issued card.

To return to the previous step, click the "Return" button.

Next to the "Sign" button there is a checkbox (by default marked) with the text: "I accept
issue terms by clicking the "Sign" button”. The word "terms" is a link to the bank's website,
where you can see the terms and tariffs for card products.

To continue click the "Sign" button.
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CARD REISSUE

War2w=4

Enter the data
Card product narme:
Card account number:

Surname and name
on the card:

Currency product:
Secret word:

Bank branch to
receive a card

Phone number for
SMS delivery:

Issue terms:

Verify the data Confirm with SMS code

MasterCard Standard Dehit - NakeT nociyr «CTAPT»

26256000000473

YELYS ABERNATY

UAH

444

CU3C-BaHk, M KMiE, By, IBaH0EE, 145 TONOEHE BigiNEHHA

+38 (097) 3734658

= 15 ¥BMNWH Ha OHOPMNERHA HE IMEHHOT KAPTKM =
GE3KOLWTOBHMA BMMYCK HE IMEHHO! KApTKK = OE3KOWTOBHE
OTPMMEHHA MOTIEKM B GaHkoMaTax KPMCTANBAHKY T3 B
MeEstEx 10 THC. TPH. B MicAUL B Byib-AKOMy GaHkomaTi B
YRPAIHI « PO3PREKYHKK 33 TOBAPKW, NOCIYMM Y BCIX MArEEMHAK
YKPEIHW | 33 KOO OHOM = JOCTYN 40 Mpowen 24 roguHK Ha
A08y y Byl b-AKid To4Li CBITY

| accept issue terms by clicking the terms “Sign™ button

Step 3. Confirm with SMS code

Finish

A message with a verification code will be sent to the mobile phone number specified in
Stepl. Enter the code in the appropriate field on the form and click the "Sign" button.

Attention! The code from SMS has a validity period. If you did not manage to enter the code in
time, you can ask for it again - for this click the "Resend SMS" button.

Enter the code from SMS ([ 123456 ) @ Resend SMS 84 5

Step 4. Finish

After the successful signing, a message will appear on the screen that your request for card
issuing has been sent to the bank. Also you can see the period of card re-issuing and the branch
address where you can get a new card.

Click the "Finish" button - you will go to the "Accounts and Cards" form.
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CARD REISSUE

0 The operation has been cormpleted successfully

War 4 mz 4

Enter the data Werify the data Confirm with SMS code Finish

A request for card issuing has been sent to the bank. Period of card re-issuing — 10 wark days
The card will be awaiting in the bank branch Cu3c-Badk, M Ku1iE, Byn. laHoea, 145 TONOEHE BiA4INEHHA

Attention! If for any reason the request for re-issuing a card is denied, you'll receive the
notification from the bank (see Notification).

4.2.6. Order a card
To order a primary or additional card for the account:
1. Go to the Accounts and Cards menu and select an account from the list;

2. Click the “+" button on the form with detailed account information, in the "Cards to
account" section:

CARD ACCOUNT DETAILS

Available cash 15,000.00 UAH Replenish account + ‘|
S
Product name: Free <
Perfarm transfer + J

Branch: 300006-2

Account: W126255000040237 ( Receive a statement | O )
( Account details | Q)
( Account histary | @)

CARDS ISSUED TG THE ACCOUNT

Card state Cancelled

N
=
)
E
=
Q
3
]

ALICE ABERNATHY

3. Select the card type and click the "Next" button.
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Depending on the type of card you choose, you will need to perform step-by-step actions -
see the sections below.

4.2.6.1.0rder an additional card to account or card

To order an additional card, select the "Additional card to account / card" type, and then
select the card account number from the drop-down list:

CARD ORDER

Select card type

® Additional card to account/ card 6256000000473 UAH v

C  Primary card with new account

Perform step-by-step actions in the “Order a new additional card” form.

Step 1. Select a product

View the card types represented for selection, read the conditions, and then select the type of
card and click the "Next" button:

ORDER A NEW ADDITIONAL CARD

Warlwz5
Select a product Enter the data Verify the data Confirm with SMS code Finish

SELECT CARD TYPE

Image Class Product Description Conditions

e HPMCTANBAHH

izsue - 200 UAH, reissue -
200 UAH, supplement

sterCard Standard " " International payment card card - free
@ it Blan fasterCard
Details
P
< undefined
O Yisa Classic Standard undefined undefined
Details

Step 2. Enter the data
Check and, if necessary, change the data required for issuing a new card:

= Surname and name on the card - cardholder’'s name to be printed on the card. By
default, the transliterated name and surname of the counterparty from the banking system
is displayed. If you want to change the name, check the box "Write name manually" and
enter a new name and surname.
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Attention! In this field you can only enter Latin characters (English layout), the separators "." and
"-"_ The maximum length of the field is 20 characters.

. Secret word - password word to the card. By default, the password that you previously
assigned for the re-issued card is displayed. If you want to change the value of this field,
select the checkbox "Change password" and enter the new value.

Attention! In this field you can only enter Cyrillic symbols (Russian or Ukrainian layout), numbers
and spaces. The maximum length of the field is 20 characters.

= Bank branch to receive the card - by default, the branch address in which you have the
card account is substituted in this field. Also, you can select a branch from the drop-down
list (if available).

* Phone number for SMS delivery - the number of your mobile phone for connection to the
SMS informing.

= A checkbox (by default marked) with the text is displayed next to the phone number: "I
accept terms of connection to the SMS informing for the card by clicking the
"Next" button". The word "terms" is a link to the bank's website, where you can find
detailed information about this service.

To proceed to the next step, click the "Next" button.

ar2ws5
Enter the data
Surname and name Latin letters anly
on the card: ABERNATHY ALICE The may length'is 20 characters
O Write name manual
Secret word: Cyrillic characters, numbers and spaces only
KHMA The max length is 20 characters
Change password
Bank branch to CW3C-BAHK, M.IKMIB, B, IBAHOBA, 145 TONOBHE BIAAL.. v

receive @ card

Phone number for +38( oo7 3784658
S5 delivery:

| accept terms of connection to the SMS informing
terms for a card by clicking the “Next” hutton

Return

Step 3. Verify the data
Check all parameters of the re-issued card.

To return to the previous step, click the "Return" button.

Next to the "Sign" button there is a checkbox (by default marked) with the text: "I accept
issue terms by clicking the "Sign" button". The word "terms" is a link to the bank's website,
where you can see the terms and tariffs for card products.

To continue click the "Sign" button.
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ORDER A NEW ADDITIONAL CARD

War3wmz5

Select a product Enter the data Verify the data Confirm with ShS code Finish
Card product name:
Card account number: 26256000000473
Surnarne and nare ABERMATHY ALICE
on the card:
Currency procuct: LAH
Secret word: KHICA
Bank branch to CKr3c-Bank, M KWiE, ByN. IBaH0BA, 145 MONOBHE BlAINEHHA
receie a card
FPhone numier for +35 (097) 3784635
SIS delivery:
Issue terms: issue - 200 UAH, reissue - 200 UAH, supplement card -

free

| accept issue terms by clicking the terms “Sign™ button

Step 4. Confirm with SMS code

A message with a verification code will be sent to the mobile phone number specified in
Stepl. Enter the code in the appropriate field on the form and click the "Sign" button.

Attention! The code from SMS has a validity period. If you did not manage to enter the code in
time, you can ask for it again - for this click the "Resend SMS" button.

Enter the code fram SMS (123456 ) sign | Resend SMs a3 s

Step 5. Finish

After the successful signing, a message will appear on the screen that your request for card
issuing has been sent to the bank. Also you can see the period of card issuing and the branch
address where you can get a new card.

Click the "Finish" button - you will go to the "Accounts and Cards" form.
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ORDER & NEW ADDITIONAL CARD

° The operation has been completed successfully

War5wmz5
Select a product Enter the data Verify the data Confirm with SMS code Finish

The application for card issue was sent to the bank. The lead time is 10 business days
The card will be awaiting in the bank kbranch Cu3c-Bank, M KWie, Byn. lBaH0Ea, 145 MON0BHE BILAINEHHA

4.2.6.2.0rder a primary card with new account

To order a primary card and open a new card account, select the "Primary card with new
account" type and click the "Next" button.

CARD CRDER

Select card type

C  Additional card to account / card

® Primary card with new account

In the opened form "Ordering a new card" perform step-by-step actions.

Steps to open the primary card are similar to the additional card opening (see “Order an
additional card to account or card”).

4.3. Account history

In order to view the list of approved documents, proceed as follows:

1. Select Account and cards/Account history menu item or click the button in the list
of current and card accounts. Also, you can switch to the account history by clicking the
“Account history” button on the page with detailed information about an account/card.

. Specify current or card account for report generating in the field Account or card.
. Select a period for report generation - for whole term or for specified term.

. Enter payment amounts that must be included in the report.

. Specify operation type - all operations, outgoing or incoming.

. If necessary, apply additional filter using the words from payment purpose.

. Click the “Generate a report” button.

0 N o uu A W N

. In the “Report of account operations” section, the information about approved
documents will be displayed. You can print the report by clicking the “Print” button.
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ACCOUNT HISTORY

Account or card: 26001000092 | 157,749 48 UAH

® Whole term
O specified term

For a period Amount from | il ( hl

[ Payments search by content of the payment purpose ) Operation type ALL OPERATIONS v

Return Generate a report Print

ACCOUNT TRANSACTIONS REPORT
Records on page: 9 @ @ Page @ @ on@

Date of Date of
payment payment Amount A Payer ~ Recipient A QOperation type ~ Payment purpose A
creation ~  transaction ~
27.07.2015 04.08.2015 . HapanHa Hego3eonedHoro kpeguty (Wectoi y. k.),
16:28 16:52 156000.00 LAH 20624000012 25001000052 [rnrie sian Bo kpen, for. Ticket-KRED eif 21.07.2010
15.02.2017 15.02.2017 ) - |MonoBHeHHA enoauTy, yrona 017329 g
11315 UAH 26001000092 2630430050 Ot
1213 12:30 Hiaeing 20.07.2010
21.09.2010 21.09.2010 . - |IMonoBHeHHA oenosuTy, yroga 0216285 eig
1039 1039 120.00 UAH 26001000092 2630050485 Qutgoing 24092010
0z 103 58017 02 102 3317 111.00 UAH 26001000092 2068050021008 Outgoing g;gem Ha Bnackni noTouHuil paxyHoK. Bes

9. You can switch to the form with detailed information about the document by clicking the
necessary entry in the list.

DOCUMENT NUMBER: 8993112449
Date of payment creation: 02.03.2017, 1618
Date of payment transaction: 02.03.2017, 16:19
Currency: UAH (FpnBHA)
Amount: 111.00 UAH
Payer's name: bBab'es B. [1.
Payer (Bank code/Account/Card): 300006 / 26001000092
Payment purpose: Nepekas Ha BNACHWI NOTOYHKA paxyHok. Bes NOB.
Recipient (Bank code/Account/Card): 300006 / 2068050021006
Operation type: Transfer between own accounts and cards
H w H ” H H
10. You can click the “Print” button in order to print out the document.

4.4. Account statement
To receive extended statement of account/card, proceed as follows:

1. Select Accounts and cards/Statements menu item or click the “Statements” button if
it is displayed in the main menu. Besides, you can switch to the statement of account/card
by clicking the “"Receive a statement” button on the page with detailed information
about the account/card.

2. The “Account statements” form will be opened and you can select from the dropdown list
the account or card for generating the statement.
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ACCOUNT STATEMENTS

.

-

COMPLEX TE... | 2620000000196 | 438.67 UAH

.

P
STATEMENT PERIOD
From date Till date
(@] By date ®Fora period
10052012 [F) 1nos2019 5
STATEMENT PARAMETERS
ALL ACCOUNT DOCUMENTS Y

O Require statement dates.
Extended statement

Statement separated by dates

Descending dates

Apply the bank signature

[ Substitute zero amounts

Separste digits

Sort by the posting date

@ Receive a statement

3. Select the

statement parameters (see the table).

4. Click the “"Receive a statement” button.

5. The statement for the specified period of date will be displayed.

STATEMENT

¥

Crpannua: 1 m2— 4+ Agromarnueckn

Bunucka 3a paxyHkamu
23 nepion = 07.09.2010 na 01.09.2016

Bask Bakk 300006
Iz pasyHia 26200512310005 ASERPHATHM 3. W
Ban. ga0/LUAH JDlate 07.09.2010/ 20.08.2010

ExigHUR ZENUMwes
Mg a.m K mow Dete Ko, tanky e pamyHiy
1 118141105 07.09.2010 300009 2620030001 1673
2 118141108 07.09.2010 300006 292438002
3 118141109 o7.09.2010 3D00DE 292458002
4 118141092 o7.09.2010 3D00DE 26203000000139
3 118140833 06.09.2010 300002 2625850023030
=] 1181241031 O7.09.2010 300006 2620300000002
7 118141113 o7.09.2010 300003 262540000001 29
8 4503 o7.09.2010 3000DE 2635250020
g S0 07.09.2010 30000DE 2620300000002

Yoworo ofopoTia

EwinHuR =Enuusne
PescTp nokyMeHTiE 38 nederom Mz paxy=ra 2620051 2310005

Cymz
Lo Mz 118141105 lleta 07.02.2010
EnpecnoHnesT 26200500011673 Snue Afepsami (Umbrog)
Basx 3oooas BaHk 300009
MpuzH, nnaTesy Meperas Ha BENSCHAR NOTOMHUMA DENGHO.
MposeaeHUA 2016-10-0€ 110027
Cyma

Dz Mz 118141108 Dere 07.08.2M0
EopecnoHnesT 292458002 Tpaxaut no poapaxyxiam s MOC VISA
Basx 3oaoae BaHi 300008
MpMEH, NRaTesy #22036369520001 2T leperas & KADTKOEHA pexyHoK. Bea NOB.
MNpoeeneHUA 2016-09-30 15:00:58

To download data you received, click the E button.

»

CpopHosaHa1d.10.2016 12:44
enpucTyzased KRUZFIZ
Kog Ganky300008

Oeder Kpensr

0,00 23370757

Oefier Epensr

0.05 0.00

0.08 0.00

0,13 0,00

0.50 0,00

3,68 0.00

533,99 0.00

123,00 0,00

SE7.DD 0,00

0,00 7T

To4.E3 7T

0,00 2282111

280UAH Lzrz 07.08.2010
0.05
|n.kon 2350312309
0,08

|0, kon 000000000
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To print the statement, click the E button.

Statement parameters

Parameter

| Description

Parameter for current and card accounts

Statement period

Select the switch "By date” or “For period” and choose required

date/dates using the built-in calendar (the m button)

Parameter for current accounts

All account documents

Select from the dropdown list the documents that must be included to
the statement: debit documents, credit documents or all account
documents

Require statement dates

To have date of generating the statement displayed, check the box

Extended statement

To have encrypted data of the documents included to the statement,
check the box

Statement separated by dates

To have data grouped according to dates in the statement, check the
box

Descending dates

To have data sorted according to the order from the later date to earlier
date during generating the statement (i.e. data for the last date of the
statement period to be displayed at the beginning of the list), check the
box

Apply the bank signature

If you want to apply a facsimile image of the bank stamp and the
authorized person signature to the document, check this box

Substitute zero amounts

To have data of accounts with zero amounts excluded from the
statement, check the box

Separate digits

To have the digits of amounts displayed with the separator (1 000 000
instead of 1000000), check the box

Sort by the posting date

To have data in the statement sorted according to the date of accepting
the documents in descending order, check the box

4.5. Deposits

To start operating your deposits, select the Deposits menu item.

If you want to have closed deposit agreements displayed in the statement as well as active

ones, enable the “Show closed deposit agreements” function

in the Settings/Console

settings menu item (see “Console settings”).

A -
E Deposit money
&/ Deposit money
Deposit "UAH ABaHc HBY ExemecayHo
Deposit "[Aeno3suTHWA cepTudikaT
ﬁ Deposit "denosuT 4o socTpebosaHna
@ Deposit "TANC

222.00 UAH 22.09.2010 22122010 10.00%
52.23 UAH 28.04.2010 28.07.2010 10.00%
10.00 UAH 19.04.2010 29.04.2010 15.00%
50.00 UAH 13.04.2010 13.07.2010 25.00%

To view detailed information on deposits, click the line with the required deposit.

Page 39 from 90




Internet banking for private customers (CRYSTALBANK) User manual

DEPOSIT "911 10 BOCTPEEOBAHWA HYNEBON"

Deposit name:

Agreement number: 022215
Deposit account number: 2630550507
Currency: UAH
Current balance: 17.00

Valid from: 24.09.2010
Valid till:

Deposit term: On demand
Replenishment: Yes

Partial withdrawal: Yes
Agreement is closed: No

Interest rate: 50%

Total amount of interest: 0.00

Total amount of paid interest: 0.00

MNext date of % payment: 24.10.2010
Amount of next % payment: 0.68

Schedule of % accrual | Deposit replenishment | Withdrawal

On the page of detailed information on deposit, you can perform the following:

.

r ",

e Nickname the deposit or change the name - to perform it, click the =

Ja—

' !

button, enter the name, and click the - button.

e Make a request for schedule of accrued interest of deposit - the “Schedule
of % accrual” button (see “Schedule of accrued interest”)

e Switch to the “Deposit operations” form to replenish the deposit - the
“Deposit replenishment” button (see “"Deposit operations”).

e Perform operations with the deposit - the “Deposit replenishment”,
“Withdrawal” and “Closing” buttons (see “Deposit operations”).

e Switch to the form of request for all deposit operations archive - the
“Transactions” button (see “Transactions”).

Depending on the bank settings, you may also see the “Get contract” button. By clicking it
you can request a deposit agreement printed form. Within a few minutes, the agreement form will
be generated and sent to the user's workplace. You can view it in the Messages menu item (see

“Messages”).
4.5.1. Schedule of accrued interest

You can view the schedule of accrued interest of each deposit agreement. To perform it,
proceed as follows:
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1. Click the “Schedule of % accrual” button on the form of detailed information on deposit.

2. Select the request period: for whole term or for specified term (to enter the start and
ending dates, use the built-in calendar).

3. Click the “Perform the request” button.
SCHEDULE OF % ACCRUAL

Deposit: 018061

For a period: ® wWhole term

O specified term

Perform the request

Payment date Account Payment amount

Payment term currency
Operation description

02.10.2010 2638550091 BaHk 300006 0.99

1 Payment for the term from 02.09.2010 till 01.10.2010 EUR
Bo3Bpar %%

02.11.2010 | 2638550091 | BaHk 300006 1.06

2 Payment for the term from 02.10.2010 till 01.11.2010 EUR
Bo3Bpar %%

In received statement you can view the list of payment documents which includes the
payment date and the account number, bank name, payment amount and currency, operation
description.

If you need, you can print data by clicking the “Print"” button.

4.5.2. Transactions
To view the list of all deposit operations, proceed as follows:
1. Click the “Transactions” button on the form with detailed information on deposit.

2. Select the request period: for whole term or for specified term (to enter the start and
ending date, use the built-in calendar).

3. Select the statement type from the drop-down list: all payments, deposit replenishment,
funds withdrawal, % payment.

4. Click the “"Display a statement” button.

TRANSACTIONS

eChbeperatensHbli cueT PB (978)»
For a period: ® Whole term
O specified term

Statement type: ALL PAYMENTS hd

Payment type Payment description Amount
YBEenuyeHue [GIMnacT] - ||3anyyeHHA KOLWTIB Ha Aeno3uT , yroga 018061 eig
02.02.2010 3300TKEHHOCTH 02.09.2010 123.00 EUR
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The statement will contain the date, payment type and description, amount and currency.

To print the statement, click the “Print” button.

4.5.3. Deposit operations

Attention! You can perform deposit operations only with active deposits. If the deposit is closed,
operations are not available.
To perform deposit operations, proceed as follows:

1. Select the required operation on the form with detailed information on deposit (the
“Deposit replenishment”, “Withdrawal” or “Closing” buttons).

2. On the "Deposit operations” form specify the operation required (select the required value
from the drop-down list in the Operation field).

Attention! The list of available deposit operations depends on conditions of your deposit
agreement.

3. Specify account or card, from which funds will be transferred during deposit replenishment
or to which funds will be transferred during withdrawal (select the required value from the
drop-down list in the Account or card field).

4. Enter the amount.

Deposit: UAH | 022215 | DEPOSIT "911 0O BOCTPEEOBAHWA HYTEB... W
Operation: DEFOSIT REPLEMISHMENT v
Account or card: 2630750088 | 801,030.00 UAH v
Payment 100.00 | UAH

5. Click the “Next” button.

6. Check whether all fields are filled in correctly. If all details are specified correctly, sign the
document (see “Signing of payment documents”) or switch to the editing the document
(the “Return” button).

4.5.4. New deposit

To send to the bank a request for depositing money, switch to the Deposit/Deposit money
menu item.

On the form with the list of deposits, you can filter data according to a currency. Brief
description of deposit conditions is displayed for each deposit agreement.
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DEPOSIT STORE

UAH

usD EUR XAG  XAU RUB

Choose a cumrency

UAH AsaHc HBY B KoHUe cpoka

Depositing terms: ... ... 3 month(s) ﬁ
m Deposit minimum amount: .. ... .. .. Absent

p h Replenishment: ............................ Allowed

! Partial withdrawal: . ... .. .. ... ... .. . Allowed -!
Interest payment: ... At the end of tarm —
Interestrate: ... ... ... ... ... ........... 10% annual

fenosut PacTyni
Depositingterms: .......................... 3, 5 or 12 menth(s) @
Deposit minimum amount: .. ... ... . .. 100 UAH
Replenishment: ...... .. .. ... ... ... ... .. Allowed
Partial withdrawal: . ... . . ... ... .. . Allowed -!
Interest payment: .......................... Every month =
Interestrate: ............................... till 20% depending on the term
4.5.4.1.Deposit money

To send to the bank a request for depositing money, proceed as follows:

0 N O uu b~ W N

. Click the = = button.

. In the opened form, select an account, from which funds will be deposited.
. Select the deposit type.

. Specify the deposit term (select from the list of available types).

. Enter the deposit amount.

. Select an account for interest accrual (if required).

. View the deposit parameters by clicking the “Term review” button.

. You can read the terms of the depositing rules and the notice of the private persons

deposit guarantee system using the corresponding links. The documents are opened as
separate files.

. Click the “"Next"” button.
10.

Check the entered data, sign the document (see “Signing of payment documents”)
and send it to the bank.
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NEW DEPOSIT

Parameters of depositing money

Source account: 262075002339 2,045713.03 UAH v
Deposit type: UAH ABAHC B EXXENMECHAYHO v
Deposit term: 12 MON v
Deposit amount: L 1,000.00 )]

The account for %%: 262075002339 | 2,045,713.03 UAH v

Deposit parameters

Deposit type: UAH ABaHC B EXEMECAYHO
Currency: UAH

Deposit term: 12 mon.
Interest rate: 20 %
Replenishment: No

Deposit min. amount: 0.00
Replenishment min. amount: 0.00

Interest payment: Every month
Payment type: To an account
Early termination conditions: 20 %

Partial witharawal: Yes

By pressing the «Next» button, | confirm that:
1.1 accept the terms of the rules
2| have read and understood the Notice of the private persons deposit guarantee system.

After the request for depositing money had been sent to the bank, you can control the
request state in the Deposit/List of request menu item.

4.5.4.2.Deposit calculator
To read more about deposit conditions and to receive the calculation of deposit profitability,

sosl

switch to deposit calculator by clicking the button in deposit section.

DEPOSIT CALCULATOR

SELECT DEPOSITING CONDITIONS

Deposit OENQ3UT PACTYLLMIA 'S UAH ~
Deposit amount from 100.00 [ . [ 100 |
Deposit term @ Months [ 12

Interest rate, annual: ... L 18.5 %

Amount On the maturity date: .. .............. 100 UAH

Total amount of accrued interest: .. .......... 19.2 UAH

Accrued interest permonth: 1.54 UAH

Return Deposit money
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In the “Deposit calculator” form, you can proceed as follows:

e Select deposit name from the list.

e Select deposit currency from the list.

e Enter or select deposit amount using the moving slider.
e Select deposit term using the moving slider.

Calculation results will be displayed at the bottom of the form. To deposit money according to
set parameters, click the “Deposit money” button, then the "New deposit” form will be displayed
(see “"New deposit”).

The “Return” button enables you to return to the deposit store.

Pay attention that you can select deposit currency in which you do not have current accounts
and view deposit conditions and profitability in this currency.

4.5.4.3.List of request for depositing money

To view the list of created requests for depositing money, select the Deposit/List of
requests menu item or click the “List of requests” button on the “List of deposits” form.

LIST OF REQUESTS

Records on page: 50

Name Date Depositterm  Interest rate Account Amount State
i ALL DATA v
ﬂ:.f”m” Pacryy 1 1 512122:6 380 days 18.5% 9898 91 *** 0055 500 UAH Accepted
Henoaut PacTyuy 11.10.2016 I ]
Wi 154723 380 days 18.5% 9898 91 0055 5000 UAH Rejected
ﬂ“eno:m-r Pactywy 11.10.2016
Wit 15:43:50 380 days 18.5% 262050031231 500 UAH Entered

Each record of the list is a link to the form of viewing detailed information on the request
(click the required entry).

NEW DEPOSIT

Request for depositing money

Date: 24092010
Deposit amount: 130.00 (EUR)
Deposit name: Jencaut EUR
Deposit term: 3 mon.

% rate: 12%

Interest payment: Ewvery month
Capitalization: No

Money will be deposited from account: 26201510060000
Account of deposit payment: 2620510060000
Account of interest payment: 2620510060000

i Lo
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You can print documents by clicking on the “Print” button. The document in the “Approved”
status will be printed with a facsimile image of the bank stamp and the signature of the authorized
person.

You can return to the list of request by clicking the “Return” button. Requests in the “Not all
signatures” state can be signed.

4.6. Loans
To view the list of your loans, select the Loans menu item.

If you want to have all loan agreements (active and closed) included to the list, enable “Show
closed loan agreements” function (see “Console settings”).

Each record is a link to the form of extended information on the loan.

LIST OF LOANS

Name Agreement number Current balance Curmrency
$ Kpenut 5689-2620 0.00 UAH
IJ, Ha TEXHURY 524163 18,998.35 UAH

To view the detailed information on the loan, click the line with the required loan.
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DATA ABOUT LOANS
Loan name:
Counteragent: Yymayedko . K.
Agreement amount of the loan: 157800.00
Loan type: 3HayYeHnA No YMON4aHuo
Number of contract: Ticket2-KRED
Currency: usD
Date of contract: 23.07.2010
Expiration date: 31.08.2015

Loan accounts and %% amounts

Interest rate: 18%
Nearest repayment date: 01.10.2010
Nearest repayment amount: 2334.58
Overdue amount: 0.00

Principal debt

Current balance: 157800.00
Correspondent Account No: 26003000030
Nearest repayment date: 31.08.2015
Nearest repayment amount: 157800.00
Overdue amount: 0.00

Commissions

Nearest repayment amount: 0.00

Overdue amount: 0.00

Penalty

Including penalties: 0.00

Payment schedule Loan repayment

On the “Loan” page, you can perform the following:

Nickname the loan or change the name - to perform it, click the

o %

button, enter the name and click the =" button.

e Switch to the form of request for loan repayment schedule (the “Payment
schedule” button).

e Switch to the repayment operation of an active loan (the “Loan
repayment” button).

e Switch to the form of request for transactions archive (the “Transaction”
button).

4.6.1. Payment schedule

You can view loan repayment schedule of each loan agreement. To perform it, click the
“Payment schedule” button on the form of viewing detailed information on the loan.
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The form will display the following data: schedule of repayment dates, debt amount at the date
of repayment, interest amount at each stage of loan repayment, commission and payment amount
at each stage of repayment, expected balance on each date of repayment, payment status.

PAYMENT SCHEDULE

Loan agreement: Ticket2-KRED
No Repayment date Debt amount % amount Commission Payment amount Balance Payment status
01.08.2010 0.00 T00.37 0.00 70037 1575800.00 He BhinonHeH
2 01.08.2010 0.00 700.37 0.00 700.37 1575800.00 He BbINoMHeH
3 01.09.2010 0.00 2412.39 0.00 2412.39 1575800.00 He BhINONHeH

You can print received data by clicking the “Print” button.

4.6.2. Transactions archive

You can view the archive of approved payments for the whole term or for specified period. To
view the loan payments archive, proceed as follows:

1. In the form of viewing detailed information on the loan, click the “Transactions” button.

2. If you need to receive payments archive for the whole period, mark the “Whole term”
radio button. If you need to receive payments archive for a specified period, mark the
“Specified period” radio button.

3. Select a statement type: all payments, main debt repayment, interest repayment,
commission and penalty.

4. Click the “Display a statement” button.

The table will be displayed at the bottom of the window. It will contain the list of loan
payments that meet the specified conditions.

TRANSACTIONS

Number of contract: ARCH1

For a period: ® Whole term

O Specified term
Statement type: ALL PAYMENTS v
Date Payment type Payment description Amount
28.04.2010 rngslar; r?1 :tlz.'tt MoBepHeHHRA KpeauTy {IJJ‘?%:.:;:E 51 g.), kpen. gor. ARCH1 Big 2000.99 UAH
29.06.2010 rnl;l;a:lar;! r?-.;?-.tt MoBepHEHHA KPeanTY (Llé%c&?g 31 g.]. Kpea. gor. ARCH1 Big 210 UAH

Display a statement

To return to the list of loans, click the “Return” button.

You can print received data by clicking the “Print” button.

Page 48 from 90



Internet banking for private customers (CRYSTALBANK) User manual

4.6.3. Loan repayment

Attention! You can perform a repayment operation with an active loan only. If the loan agreement
is closed, operations with it are not available.

To perform a repayment operation:

1. Click the “Loan repayment” button on the form of detailed information on the loan.

Loan agreement UAH | ARCH1 | CREDIT WMA KPEOWT 1 W

From account: CYET ONAM... | 26200000000043 | 83,433.70 UAH W

Through corr. account

Payment 1,100.00 | UAH

2. The agreement number which you selected from the list initially is filled in the Loan
agreement field on default. But you can change the agreement number by selecting
another one.

. In the From account field, select an account which will be debited.
. Enter an amount for loan repayment in the Payment field.
. Click the “"Next"” button.

o U b~ W

. Check whether you filled in data correctly and sign the document (see “Signing of payment
documents”).

You can view the information about loan payments on the “Operation archive” form
(see “Transactions archive”).

4.7. Transfers
To make a transfer, select the Payments and transfers menu item.

In the opened form, select current or card account, from which you will transfer funds. The
list of transfers will be displayed depending on the account type.

Using the system you can make the following types of transfers from your accounts:

e Transfer funds from one own account to another own account in the bank
(operations are available for your accounts in national and foreign currency,
see “Transfer between own accounts”).

e Transfer funds from own account to account of another bank customer
(see “Transfer within the bank”).

e Transfer funds to the account of another bank customer (see “Transfer to
the card of another bank customer ”).

e Transfer funds from own account which is opened in the bank to account
which is opened in another bank of Ukraine (see “Transfer within Ukraine”).

4.7.1. Transfer between own accounts

To create and send to the bank a request for funds transfer between own accounts, proceed
as follows:
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1. Select a transfer type - To own account/card.

2. In the opened section in the To account field, you can select your account to which funds
will be transferred.

TRANSFERS

TEST ANDRO... | 2620650013 | 4,686.72 UAH

TRANSACTION TYPE

h

B

To own accounticard  To account of another Crystalbank customer  To the card of Crystalbank customer  To another bank within Ukraine

E)

A
To account: HELLC | 26200500011673 | 78,207.51 UAH v
Amount: 100.00 UAH

3. Specify an amount (using point as a separator, for example: 50.00).
4. Click the “"Next” button.

5. On the next page, you can check whether the details are filled in correctly. If data has
mistakes, click the “Return” button and correct them, if data has none - sign the
document (see “Signing of payment documents”).

6. If the document has been sent to the bank successfully, a corresponding message will be
displayed.

4.7.2. Transfer within the bank

To create and send to the bank a request for funds transfer from own account to account of
another bank customer, proceed as follows:

1. Select a transaction type — To account of another Crystalbank customer.
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TRANSFERS

26001000092 | 157,525.48 UAH

TRANSACTION TYPE

—

=

To own account/card To account of another Crystalbank customer To the card of Crystalbank customer To another bank within Ukraine

E)

A
Recipient's account number: 26200005123
Beneficiary name: Romanov A A
ID code/USREDU of recipient: 12345678
Amount: 600.50 UAH
Payment purpose: bez MAB

Symbols left: 160
VAT

Dear Customers! Pay your attention please to the need of more precise filling the «Payment purpose», which enables the recipient to
identify your payment correctly. If there are no special requirements from the recipient, please specify, if possible, the following required
information in the payment purpose: - name, 1D code of the payer (for the payment of taxes and fees); - type of services which are paid; -
contract details (number, contract date); - VAT included or excluding VAT.

ATTENTION! It is prohibited to use a current account of a private person for transactions connected with business activity (NBU Board
Resolution #492, dated 12 November 2003).

ATTENTION! It is prohibited to transfer funds from accounts in national currency of resident private persons to accounts of non-resident
private persons, excluding accounts of non-resident-investors.

2. Enter the details of transfer recipient:

e Enter the recipient’s account humber.
e Specify the beneficiary name.
o Enter the ID code (if recipient is a private customer) or USREOU (if recipient
is a corporate customer) in the ID code/USREOU field.
3. Specify an amount (using point as a separator, for example: 50.00).

4. Enter a payment purpose (up to 160 symbols). Use the “WAT"” button for automatic
calculation of value-added tax. You can choose one of standard templates: “VAT 20%",
“VAT included 20%”, “without VAT".

5. Click the “"Next"” button.

6. On the next page, you can check whether the details are filled in correctly. If data has
mistakes, click the “Return” button and correct them, if data has none - sign the
document (see “Signing of payment documents”).

7. If the document has been sent to the bank successfully, a corresponding message will be
displayed.
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4.7.3. Transfer to the card of another bank customer
To transfer funds, proceed as follows:

1. Select the transfer type - To the card of Crystalbank customer.

26001000092 | 157,525.48 UAH v

TRANSACTION TYPE

= =

To own account/card To account of a"amsta bank customer To the card of Crystalbank customer To another bank within Ukraine
A
To card 1234 1234 1234 1234
Amount B00.50 UAH
Payment purpose: Nepekaz mix kapramn Gez MNIB

Symbols left: 141

VAT

coea Yo

2. In the To card field, you can enter the 16-digit card number of another bank customer (4
digits in each field).

3. Enter the transfer amount.

4. In the Payment purpose field, the information will be specified automatically but you can
add it (up to 160 symbols). Use the “VAT" button for automatic calculation of value-added
tax. You can choose one of standard templates: “VAT 20%", “VAT included 20%", “without
VAT".

5. Click the “Next” button.

6. The system will check the card number you entered. If the card number is specified
incorrectly, an error message will be displayed.

7. If checking has been finished successfully, on the next page you can control whether the
details are entered correctly. If data has mistakes, click the “"Return” button and correct
them, if data has none - sign the document (see “Signing of payment documents”).

8. If the document has been sent to the bank successfully, a corresponding message will be
displayed.

You can print transfer data by clicking the “Print” button.
4.7 .4. Transfer within Ukraine

To create and send to the bank a request for funds transfer from own account to account
which is opened in the another bank of Ukraine, proceed as follows:

1. Select a transfer type — To another bank within Ukraine.
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TRANSFERS

26001000092 | 157,525.48 UAH

TRANSACTION TYPE

= m =

To own account/card  To account of another Crystalbank customer  To the card of Crystalbank customer  To another bank within Ukraine

A
Choose a recipient: .
Recipient's bank/branch code: 200003 . Banrx 300009
Recipient's account number: 262005001339
Beneficiary name: 3abenuHa M.
1D code/USREQU of recipient: 2130450124
Amount: 600.50 UAH
Payment purpose: y T.4. NOB 268% 108.88 rpH.
Symbols left: 160
VAT

Dear Customers! Pay your attention please to the need of more precise filling the «Payment purpose», which enables the recipient to
identify your payment comectly. If there are no special requirements from the recipient, please specify, if possible, the following required
information in the payment purpose: - name, 1D code of the payer (for the payment of taxes and fees); - type of services which are paid; -
contract details (number, contract date); - VAT included or excluding VAT.

ATTENTION! It is prohibited to use a current account of a private person for transactions connected with business activity (NBU Board
Resolution #492, dated 12 November 2003).

ATTENTION! It is prohibited to transfer funds from accounts in national currency of resident private persons to accounts of non-resident
private persons, excluding accounts of non-resident-investors.

2. Enter the details of transfer recipient:

e Fill in the details of recipient’s bank by clicking the «...» button in the Bank
code line. Then the reference book of banks of Ukraine will be opened; you
can select the required bank using the search according to the bank ID or
bank name (enter the value to the find bar).

e Enter the recipient’s account number.

e Specify the beneficiary name.

e Enter the ID code (if recipient is a private customer) or USREOU (if recipient
is a corporate customer) in the ID code/USREOU field.

Data about recipients of your transfers is imported to special reference book. If you need, you
can use this reference book (using the «...» button in the Choose a recipient line). Select the
required recipient of transfer and data will be entered automatically.

3. Specify an amount (using a point as a separator, for example: 50.00).
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4. Enter a payment purpose (up to 160 symbols). Use the “VAT"” button for automatic
calculation of value-added tax. You can choose one of standard templates: “VAT 20%",
“VAT included 20%”", “without VAT".

5. Click the “"Next"” button.

6. On the next page, you can check whether the details are filled in correctly. If data has
mistakes, click the “Return” button and correct them, if data has none - sign the
document (see “Signing of payment documents”).

7. If the document has been sent to the bank successfully, a corresponding message will be
displayed.

4.7.5. Templates of transfers

The system enables creating documents on the basis of templates. The values from template
fill in the fields of the document that you are creating.

To view the list of templates, select Payments and Transfers menu item and switch to the
“Transfer templates” tab.

Regular payments

Template name A Payer Recipient Amount A~

4444 2063050021006 20586000026 0.55 UAH £ x
54654 262080021237 26200000000021 54654654 UAH S x
5486456 262080021237 21121212222222 56 UAH ® x
745545 262080021237 354654687642 55 UAH s x
no YKP 260030021006 26254000000129 123 UAH ® x

You can filter, sort and refresh data on the form with the list of templates (see “Filter and
refreshing data”).

To edit a template, click the ’ button in the line of required template.

To delete a template, click the " button in the line of required template.

Each line in the list is a link to a form of creating a payment on the basis of required
template.

To create a template, proceed as follows:

1. You can click the “"Add” button on the form with the list of templates on the “Transfer
templates” tab.

2. Specify the template name, account, transfer type, fill in the template fields with the
required values.

3. Click the “Save the template” button.
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PAYMENT TEMPLATES

Template name

Transfer from account or card: |:" 1005-TEST | 26200512310005 | 292,921 11 UAH

TRANSACTION TYPE

h

=

Toown accounticard  To account of another Crystalbank customer  To the card of Crystalbank customer  To another bank within Ukraine

E)

A
To account: CYET ANA M... | 26200000000043 | 83,483.70 UAH %
Amount: 2,000.00 UAH

Save the template

Besides, you can save created transfer as a template on the form of viewing detailed
information on transfer (see “List of transfers”).

4.7.6. List of transfers

To view the list of all made transfers and their states, select the Payments and
transfers/Payment history menu item or click the “Payment history” button (if any) in the
main menu.

The list of all funds transfer documents will be displayed.

PAYMENT HISTORY

Records on page: 50

Date of

payment Date of the last

creation change Payer Bank code Recipient Amount Payment purpose State

= = ALLDATA
12102016 12102016 -

210 2102016 2620051231005 300006 2620050001673 99 UAH 556 Rejected
12102016 12102016 6200500011673 300009 2625550001673 200 UAH T Not all signatures
12102016 12102016 2620000000675 300009 26255500011673 150UAH Ik Not all signatures
12102016 12102016 2620000000675 300009 26255500011673 99 UAH [inara gﬁ“ﬂ"“ Not all signatures

On this form, you can view the state of document processing in the bank.

You can filter, sort and refresh data in the form with the list of the documents (see “Filter and
refreshing data”).

Each line in the list is a link to the form of viewing the detailed information on the document.

Page 55 from 90



Internet banking for private customers (CRYSTALBANK)

User manual

PAYMENT HISTORY - TRANSFERS BETWEEN OWN ACCOUNTS

Document current state: Rejected
Cuet 26200500011673 He

Rejection reason:
HaigeH B Gaunke 300006

DOCUMENT oo
Number: 118141149

Date: 07.09.2010

PAYER: oo

Bank code: 300006 / BaHk 300006
Account: 26200512310005

TRANSACTION DETAILS

99.00 UAH

Amount:

RECIPIENT:

Bank code:

Account:

Payment purpose:

300006 | Bauk 300006

26200500011673

556

Save as a template Clone the document

In the form of viewing detailed information on the document, you can perform the following

depending on its state:

e Print the document by clicking the “Print” button.

e Save transfer details as a template by clicking the “Save as a template”

button.

e Sign the document if it is required (see “Signing of payment documents”).
e Create a document copy by clicking the “Clone the document” button.

4.8. Regular payments

The system allows creating regular payments in national and foreign currencies.

You can view and create the orders in the Payments and transfers menu item, on the

“Regular payments” tab.

The list of created orders displays on the page.

By default, only active orders are displayed in the list ("Entered” and “Accepted” states). To
see the full list of orders, including postponed, rejected and closed, use the switch “Display all”.

Regular payments

Transfer templates

Name ~ Date from ~ Date ill ~ Status A

121 24.09.2010 22.02.2023 Accepled

Test nofification 24.09.2010 28022019 Accepted

NEW_TEST_PAYMENTORDER 26.04.2010 26.09.2015 Entered

CARD -to-CARD 30.07.2015 05.08.2015 Entered
TMpocpoueso

sfsfs 01.03.2010 31.07.2015 Entered

Periodicity ~

‘Week

‘Week

Daily

Daily

Daily

Next payment
date A

12.06.2019

Amount A

1.21 UAH

100.00
UAH

5.35 UAH

1.73 UAH

3.00 USD

Display all @

Y
() ra
Y
|\:}|- rd

,

,

O

® @

@
x
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Depending on status of the order, various buttons are available for performing operations
with regular orders:

[ 2

o button - the “Fulfill” operation - create the regular payment based on
this order (see more “Fulfill regular payment”);
o ’ button - the “Edit” operation - go to the “Edit regular order” form (see

more “Edit regular payment”);

."": T .\.

=] _ .
e — button - the “Payment log” operation - go to the order execution log
(see more “Payment log”);

button - the “Cancel an order” operation - cancel or close the current
order (see more “Cancel/close an order”).

You can filter, sort and refresh data on the form with the list of orders (see “Filter and
refreshing data”).

Each line of the list is a link by which you can go to the form of editing a regular order
(see “Edit reqular payment”).

4.8.1. New regular payment
To create a new order for a regular payment, proceed as follows:
1. Click the “Add” button on the form with the list of orders.

2. In the opened form, select a current or card account, from which you will transfer funds
for regular payment.

3. Select a transfer type and, depending on the type, enter the payment details (more
details about different types of transfers see “Transfers”).

Pay attention: If you select a currency account, only the type of transfer "To own account/ card”
will be available. In this case, the beneficiary's account will be available for selection only in the
same currency as the sender's account.

4. Enter the name of the order.
5. Enter the amount of the regular payment.

6. In the Validity period of regular payment field, specify start date and end date of the
order.

7. In the Periodicity field, select the value from the dropdown list (week, month or
quarter) and mark the date in the calendar.

Pay attention: If the payment falls on weekends or holidays, it will be performed on the previous
business day of the bank. A payment, which is scheduled for 29t", 30t or 315t of the month, will be
executed on the last day of the month if the month does not contain such dates.

8. Enter the number of attempts, days. In this case, “1” will mean that the payment must
be executed only on the specified date.

9. Click the “"Next" button.
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NEW REGULAR PAYMENT

[ UKUK | 262050031231 | 31,380.49 UAH

Transfer from account or card

TRANSACTION TYPE

o )

To own account/card

E)

To account of another Crystalbank customer

=

To the card of Crystalbank customer

To another bank within Ukraine

A
Name: To card
To account: 26205000000297 | 152.55 UAH ~
Amount 22200 UAH
Validity period of regular payment from | 29.04.2019 m till | 09.04.2025 m
Periodicity MONTH v
Day of the month (3) 29 2
In case of failure repeat (7) :\ 5 ,] days

|

On the next page, check the correctness of the order details. If the data is correct, confirm it
by entering the SMS code:

REGULAR PAYMENT

° The dotument is entered; waiting for SMS confirmation.
New transfer

Number: 27335 Bank code: 300006 / Bank 300006
Date: 972410 Account: 26205000000297
Bank code: 300006 / Bank 300006 Name: To card
Account: 262050031231 From date: 4/29/19
Amount: m Till date: 4/9/25
’ Periodicity: Month

The first payment 29.04.2019

date:

MNumber of attempts, 5

days:

Payment purpose: Mepekas Ha BNACHWIA NOTOYHHIA PAXYHOK.

Bez MNAB.

Enter the code from SMS |

After confirmation, the order becomes “Entered”. The system will generate payment
documents based on this order and send them to the bank.

After a new order creation, in case of its successful or unsuccessful performing, you’ll receive
a notification which you can view in the “Information” section or on the “Notification” page (see
Notification).
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4.8.2. Fulfill regular payment

The “Fulfill” operation is available for “"Accepted” and “Postponed” orders.

| 2
To create the regular payment based on this order click the “~— button on the form with the
list of orders.

During this operation, the system uses the regular order as a template and creates the
appropriate type of payment. At the same time, such checks are carried out:

1. If the payment by the current order has already been executed in this period
(week, month or quarter).

If a payment has already been created in this period, a message will appear on the screen:

The payment by the current order has already
been executed in this period. Create one more
payrment?

Click "OK" button to continue or “Cancel” to cancel the operation.

If a payment has not yet been created in this period, a message will appear on the screen:

The payment by the current arder is planned
for 09.03.2017. Create one moare payment?

Click "OK" button to continue or “Cancel” to cancel the operation.

2. If the payment by the current order is in the queue for execution.

If the order is in the execution queue, a corresponding message appears on the screen.

4.8.3. Edit regular payment
Editing operation is available for “"Entered”, “Not all signatures” and “Accepted” orders.

To edit the regular order go to the form with the list of orders. Each line of the list is a link by

&
which you can go to the form of editing a regular order. Follow the link or click the button.
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EDIT REGULAR PAYMENT
_.J: -"::"h__ -
Transfer from account or card: | 26001000092 | UAH | 157,677.48 ‘

TRAMNSACTION TYPE

h

E)
il

To own account/card To account of anather Crystalbank customer To the card of Crystalbank customer To another bank within Ukraine

A
Mame: 322REG
To account: 2068050021006 | 111.81 UAH v
Amount 44.00 UAH
Walidity period of regular payment from | 24.09.2010 m till | 21.10.2020 m
Periodicity WEEK v Mon Tues Wed Thurs Fri Sat Sun
0O 0O O 000
In case of failure repeat (7) 1 days
Back Mext

During editing, you can change all order parameters. The changes must be confirmed by
entering the SMS code, as well as while creating a new order.

Pay attention: While editing “Accepted” orders the system actually creates a new order, and the
old one changes into the “Closed” state. On the form of editing such an order, a warning will be
displayed: “History of operations based on this order is available in archive. New order and
operations log will be created according to your changes”.

| )
Also, when you click the ’ button for the “Accepted” order, the check is carried out, if the
payment by the current order is in the queue for execution. If the order is in the execution queue,
a message appears on the screen:

The regular order is in the gueue for automatic
execution for today. To edit the order you
have to delete it from the queue ar wait for the
execution. Delete the order fram the queue?

Click “"OK" button to continue or “Cancel” to cancel the operation.

4.8.4. Cancel/close an order

The “Cancel an order” operation is available for “Entered”, “Not all signatures”, “Accepted”
and “Postponed” orders.
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To cancel the order click the * button on the form with the list of orders, and then click the
“OK" button in the dialogue window:

Are you sure you want to delete the regular

payment?

During operation of canceling the order, the system checks whether this order is not in the
queue for execution.

If the order is in the execution queue, a message will appear on the screen:

The regular order is in the gueue for automatic
execution for today. To close the order you
have to delete it from the queue ar wait for the
execution. Delete the order fram the queue?

Click "OK" button to continue or “Cancel” to cancel the operation.

4.8.5. Payment log

To view the order execution log click the button on the form with the list of orders.

A list of attempts (successful and unsuccessful) for performing a regular payment is displayed
on the action log form. For each attempt you can find out the payment time, the state and result
(reasons for non-payment):

Payment time State Result Document

Owwbka, kon: 100 AetansHas

MHOpMAaLMA:

09.03.2017 11:40:02 Technical error Jawa.lang. RuntimeException: The document has not been created
[BCSTORAGE] CardMo from
request...

06,023,207 00:230:26 Success o

03.03.2017 00:30:35 Success Go

03.03.2017 00:30:34 Success Go

01.03.2017 16:04:01 Success Gao

01.03.20M7 12:20:02 Success Go
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For successfully executed payments, it is possible to click on the link and go to the form for
viewing the created payment document:

PAYMENT HISTORY = TRANSFERS BETYWEEN OWN ACCOUNTS

Documem currem s‘ta‘te: Emered R E C | Pl E N T { msmssssrssssssssssssssssssssssssssssssssssssssssssesees

DOCUMEMNT  cooorremrmrmrmmmseis oo e s i Recipient name: KAPACH 1. I

Humber: 118141545 Bank code: 300006 / Gank 300006

Date: 24.09.2010 Account: 2620150410001

P E Rt ceeeeeememees ittt

Bank code: 300006 / GaHk 300006 Payment purpose: Mepekas Ha BNacHui
mHBquuu pasyHoK. bex

Account; 26205000000297

TRAMNSACTION DETAILS rvrererermmmmmmmmmmnmimmimn

Amount: 11.00 UAH

Commission: 1.00 UAH (Details)

Save 3 Clone the document

4.9.Service payments
In the Service payments menu item, you can pay for public facilities and other services:

e create payments for service providers (see “Service payments creating”);

e create templates and then make payments based on these templates (see “Creating
templates and service payments based on templates”);

e pay bills from service providers based on the details of your templates (see “"Payment
of bills received from service providers”).

4.9.1. Service payments creating
To pay for services, proceed as follows:
1. Switch to the Service payments menu item.

2. Select a region for bills payment.

SERVICE PAYMENTS

ale—

Select City/Region KHARKIW REG. Search h)l'! ame Enter at least three characters plaaze .

ﬁ FlazhChe de % Gan % AP ay
ﬁ AHenponeTpoeck a3 ofna ete 6 Hasned % Kuee
ﬁ Moprmone - 20

3. Select a group of service provider and then select a company-provider. If the list is too
long, you can enter several characters in the Search field and select a company from the
list.
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4. Enter the main parameters (different for each provider) and click the “"Next” button.

PUBLIC UTILITIES / KWIBEHEPTO (ENEKTPOMNOCTAYAHHSA)

Fee is 0.5%, but not less than 1 UAH

Client account 08010911909

5. In the opened form, the following information can be displayed: payment details and debt
amount (depending on provider).

BILL PAYMENT

Feeis 0.5%, but not less than 1 UAH

For September, 2016 v
Client account 08010911909
Postal address Byn.3ogqmnx Oya.34 ke. 119
Counters
Counters Tariff Previous Current Subsidy Debt Use overpay/ Amount
pay debt
SNexTpocHabKeHne 3.2600 12 12 0.00 0.00 0.00 0.00
Make payment from the accounticard NOT SELECTED v
Amount 0.00

6. If the service type requires, enter a tariff, counters data in the Previous and Current
fields.

7. Specify the payment amount (in UAH).

8. In the Make payment from the account/card field, select from the drop-down list of
your current and card accounts an account which will be debited. Then click the “"Next"”
button.

9. In the opened form, check the payment details, sign the document (see “Signing of
payment documents”) and send it to the bank.

After the signed document has been sent to the bank, you can control the state of its
processing and view the full list of sent documents on the "“Service payments archive” form
(see “Service payments archive”).
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4.9.2. Creating templates and service payments based on templates

When you pay for services, you can create templates and then make payments based on
these templates.

Saving a template based on payment

1. If you have at least one service payment for the provider, switch to the Service
payments/Service payments archive menu item.

2. Find the payment in the list, go to the form of its viewing and click the “Save as a
template” button:

BILL PAYMENT

MoGuneHsle onepatopel/Kuesctap (No Homepy Ten)

Rejection reason Rejected in the external system
Enter phone number 0679512625

Make payment from the account/card 26200500011673

Payed 51.00

Fee 8.00

After saving, the template is placed in the list on "List of templates for service payment" form
and in the future you will be able to create payments based on it.

Create a new template

1. Switch to the Service payments menu item. At the bottom of the form, in the
"Templates" section, is a list of previously created templates.
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SERVICE PAYMENTS

: ol =
Select City/Region ALL REGIONS W Search by name Enter at least three characters please

% FlashChequelniversal - 21 % GERC - 21 % IPay - 21
% PORTMOME - 21 % Wsu nesi - 21 % MEK - 21
% Yepraco M o0nacts

BILLS PAYABLE

Templates Regular

(+) Add

KuiscTap arr
@ MONONHEHVE KHEBCTaP 47247221651

XeproHoBnaHenro- XepcoHckMil, Benosenc ki

2 RSy 262050031231

Xepconobnanepro 0017011

2. To create a new template, click the “*Add"” button.

3. Select a group of service providers and then select a company-provider similar to the
service payment creating (see “Service payments creating”).

4. In the form that opens, enter the template name, personal account or other payment

attributes (depending on the provider), select your account or card from the list. Click the
“Save” button.

XEPCOHOBJIZHEPT O / XEPCOHOBI3HEPT O- XEPCOHCKUIA, BENO3EPCKUA PACHI

Template name For electricity

Client account 0017011

Make payment from the account/card

262010021113 | 254.17 UAH v

After saving, the template is placed in the list on "List of templates for service payment" form
and in the future you will be able to create payments based on it.

Create a service payment by template

1. To create a payment by template, switch to the Service payments menu item, find the
template in the list below and click the “"Repay” button:
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SERVICE PAYMENTS

— ——

ﬁ FlashChequeUniversal - 21 % GERC - 21 % IPay - 21
ﬁ PORTMOME - 21 % Wa nesi - 21 % MBK - 21

BILLS PAYAEBLE

Templates Regular

(+) Add

KuiecTap S e

@ MONOMHEHWE KWEBCTAP ATAT TS
XeproHoBn3Henro- XepcoHokui, Benosepcki

2 RSy 262050031231

Xepconobnanepro 0017011

2. In the opened form, enter the required details and confirm the payment.

For more information, see “Service payments creating”.

Edit and delete templates

1. Select the Service payments menu item.

2. In the “Service payment templates” section click the “All services payment templates”
link. The list of created templates for service payment documents will be displayed.

LIST OF TEMPLATES FOR SERVICE PAYMENT

Records on page: 45

Template name Services Service provider Account
MobineHuid Knisctap MoBinsHui 38" A30K KuiscTap - ykp 9898 91* == 0014 #)(x
Pabouwii wabnon MTC MoBinsHuii 38" A30K MTC YKPAIHA 26200500011673 £ X%
LWABOH KomyHaneHi nnatexi KomyHaneH nnatexi (Kuig) 2620050001673 ) x

3. To edit the template, switch to the mode of viewing detailed information by clicking the

7
| 1
\{f button, make required changes, and click the “Save” button.

X
4. If you wish to delete a template, click the button opposite the required template in
the list.
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4.9.3. Payment of bills received from service providers

When you create templates for service payments, the system verifies the possibility of
receiving bills from the service provider specified in your template.

If bill from the provider exists, the template is displayed in the section "Bills payable" (menu
Service payments).

To pay the bill, proceed as follows:

1. Click the "Repay” button opposite the required template in the list.

EHARKEN REG. b Enter at least three characters pleasze

% FleshChe di E G @ &P ay
E} JHenponeTpoeck 33 ofnacte % Wav nzd E} =
% MopTmoHe - 20

EILLS PAYAELE

In the form that appears, the payment details and the debt amount can be displayed
(depending on provider).

2. If necessary, enter counters data or edit the values in the fields Make payment from the
account/card and Amount.

3. Click the “Next"” button.
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Knee/TMBL Knee

sum

username

address

Waentudmkartop keaptipel (10}

0.00

METPOBCHKAA H.M

MOHIA3E FEOPMA NP-T 420K KB1

BILL PAYMENT

123
— HayucneHnus
name Subsidy Debt accrualAmount Amount
YTPUMAHHA BYOWMHKIB TA NPWBY. P .
TEPUTOPRIN 0.00 398,54 191.25 191.25
— CYeTYMKH
Counters Tariff Previous Current Difference Amount
LEHTPANI30OBAHE BOAOBIOBEOEHHA
FAPSYOI BOAV NMYUNBHUK 7.3560 726 730.00 4.00 2942
LIEHTPANI30BAHE NOCTAYAHHA
XOnoadHol Bodw TA BOOOBIABEOEHHA 15.7920 1314 1320.00 6.00 94.75
NIHANBEHWK

Make payment from the account/card

Amount

MOV MOBMMLIA FPUBHEBEIA CUETINe; | 262005001339 [ 101,3... v

31542

4. In the opened form, check the payment details, sign the document (see "“Signing of
payment documents”) and send it to the bank.

After the signed document has been sent to the bank, you can control the state of its
processing and view the full list of sent documents on the “Service payments archive” form
(see “Service payments archive”).

4.9.4. Service payments archive

In the Service payments/Payment history menu item, you can view the list of created
payments which are being processed in the bank.

PAYMENT HISTORY

Records on page: 5

D=te

&

07062012

21.058.2012

26.05.2018

24.05.2018

17.05.2018

Service prowider

KEMescTap (Mo HOMEpy TEn.)
EMercTap (Mo HoMepy Ten.)

MO, (ueHTp. FOAONGCTAYAHHA T3
EONOEIAREAEHHA]

EMeEcTap (Mo HoMepy Ten.)

EMegcTap (Mo HoMapy Ten.)

Accourit

2620200000024

262020000002

2620000000123

2620200000054

2620200000054

Arnount

10000

10.00

2583

10.00

10.00

Cornrni=sion

000

oo

10,00

oo

000

Status
ALL DATA W

Enterad

Enterad

Fejected

Enterad

Enterad

Each line in the list is a link to the form of viewing detailed information on required payment.
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You can print the document in «Approved» state by clicking the «Print>» button.

In addition, you can print a document in «Approved» state with an applied facsimile image of
the bank stamp and a signature of an authorized person. To do this, check the «Apply the bank
signature» box and click the «Print» button.

You can save the document as a template by clicking the «Save as a template» button on
the form with the detailed information on the payment.

MoGuneHsle onepartopel/Kneectap (no HOMepy Ten)

Document current state Approved
Enter phone number 0679512625
Make payment from the account/card 26200500011673

4 NN

U

-]

Payed

()]
L+

T
o
o

[&-]

(=]

>

4.10. Regular service payments

The system allows creating regular service payments to the providers supporting this type of
payments. For example, bills without the counters data.

You can enter the details of payment and specify the periodicity of its execution. With the
periodicity you specify, payments will be generated automatically and sent to the bank for
execution.

See “Creating the orders for reqular service payments ”.

4.10.1. Creating the orders for regular service payments
You can create a regular order for the service payments in two ways:

1. Check the box “"Make the payment regular” when creating a payment to the service
provider (see “Service payments creating”):
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BILL PAYMENT

Komicia 2%, He meHwe 1.5 rpH

+ kulecTaR

Homep Tenedony BrasyerecA bea kogy +380 WenakicTe NONOBHEHHA - NPOTArOM KiNLKOX XBUAWH Linogoboso. 3eepHiTe yearyl
Komnania KuiscTap He Hagae paxyHky Ana cucTemun Portmone. com.llicnA eeeaenHn | 3bepemxenna Bawwx pexsiauTie nonosHUTH
paxyHok Kuiectap moxHa depes MeH "TloTouHi paxyHkw Ta BanaHcn/MonoBHUT BanaHec B KOMNaHIAX".

The account is created automatically -

Phone number (without + 380) | 879512625 |

Make payment from the account/card 262070061113 | B,685.44 UAH “

Amount | 50,00 )

[ Make the payment regular

Return

2. On the “Service payments” form (the menu item Service payments) go to the “Regular”
tab and click the “"Add"” button.

SERVICE PAYMENTS

Select City/Region ALL REGIONS v Search by name Enter at least three characters ple:

BILLS PAYABLE

XepcoHoBnaHepro-
@ KepcoHcknil, Eenodepcknil P3CH 262005001339
001701
Templates Regular

EVETEN ]

Name ~ :e“r:‘l'i':;“i Date from Date till Status. ~ Periodicity ~ par::r:n‘t Amount A

date A
Kyivstar KkuiscTar 02052018 04122018 Entered Month 10.052018  50.00 UAH x
Kuiscrap Kvisctap 02052018 04122018 Entered Month 10.052018  50.00 UAH IO
17 kmeBcTap  Jewwlectae 29042010  31.07.2018 Entered Month 26.042018 17.00 UAH O
Kneacrap (N0 e 20.042010  31.07.2018 Entered Month 26052018  13.00 UAH AOR

HOMEepY

Page 70 from 90



Internet banking for private customers (CRYSTALBANK) User manual

Select the provider from the list, enter payment details (see “Service payments creating”) and
check the box “"Make the payment regular”.

Pay attention, that option “"Make the payment regular” will be available only for bills from
providers supporting this type of payments.

Y T - - o B £ Y
S KmTBCTAR Komicia 2%, He meHwe 1.5 rpH

Homep TenedoHy BrasyetbeA Ge3 kogy +380 LenakicTe nonoBHeHHA - NPOTArOM KinkKoX XBuUNWH Uinoaoboso. 3sepHite yeary!

Komnania KuiscTap He Hanae paxyuki AnA cuctemi Portmone com Micna seenenHA i abepesenta Bawwx pexsisntis nonosAnti
paxyHok KuiecTap moxHa uepea meHro “TloTouni paxyHkn 1a Ganascu/TonosHiTn Ganaxc B KoMNaHiAx
The account is created automatically v

Phone number (without + 380)

Make payment from the account/card e

262070061113 | 8,686.44 UAH ~
Amount 50.00
1 Make the payment regular
Regular payment name Kyivstar
Maximum payment amount (%) 60,00
Validity period of regular payment fom| 02052018 [R]) till[ pa1z2018 [T
Periodicity MONTH o
Day of the month () 10 m

w
o
n
I

In case of failure repeat (%)

If you check “"Make the payment regular” box, the regular payment details will be
displayed. Fill in the fields:

3. Enter the name of the order in the Regular payment name field.

4. You can specify the maximum amount to be paid in the Maximum payment amount
field. If the bill amount from the service provider (including commission) is more than the
amount specified in this field, then the regular payment will not be executed.

5. Specify the start date and the end date in the Validity period of regular payment field.

6. Select a value from the list (monthly or weekly) in the Periodicity field, and specify the
day of payment execution.

Pay attention: If the payment falls on weekends or holidays, it will be performed on the next
business day. A payment, which is scheduled for 29%, 30t or 315t of the month, will be executed on
the last day of the month if the month does not contain such dates.

7. In the In case of failure repeat field enter the number of days (attempts) to send a
payment, if it is not performed on the specified date for some reason, for example, due to
insufficient funds on the account. Possible values are from 1 to 3, while "1” means the
payment must be executed on the specified date.

8. Click the “"Next"” button.
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REGULAR PAYMENT

° The document is entered, receipts to the account are expected.
MNew transfer

Number: 1002 Provider: Kyivstar
Date: 29.04.2010 Name: Kyivstar
Bank code: 300006 From date: 02.05.2018
Account: 262070061113 Till date: 04.12.2013
Periodicity: Month

TRANSACTION DETAILS
The first payment 10.05.2018
date:

Phone 679512625

number: The number of 3

attempts to send
Amount: 50.00 (UAH) w:sp:gpp%r:‘tfgrgwed
at the specified
feeAmount: 0.560 date for any reason
(e.g., not sufficient
funds on the

account):

Enter the code from SMS3: | 123458

On the next page, check the correctness of the order details. If the data is correct, confirm it
by entering the SMS code.

After confirmation, the order becomes “Entered”.
The system processes orders with the periodicity you specify.

Pay attention: If payment parameters are changed by the provider (for example, the details
of the bill), as well as when the maximum amount of payment is exceeded, order will not be
executed. The error record is displayed in the order execution log - see “Payment orders execution
log”, and the SMS-message is sent to the user.

4.10.2. List of orders

To view the list of orders for regular service payments, select the menu item Service
payments and switch the “Regular” tab.

The list of created orders will be displayed.

By default, only active orders are displayed in the list ("Entered”). To see a complete list of
orders, including rejected and overdue, switch the “Display all”.
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SERVICE PAYMENTS

Select City/Region ALL REGIONS

BILLS PAYAELE

XepcoHoOnaHepro-
@ KepcoHckWid Beno3epcknii P3CkI 262005001339
001701

Templates Regular

Display all @@

Next

Hame A s‘r:‘rtﬁ';::’i Date from A Date fill A Status A Periodicity A payment Amount A

date ~
Kylvstar K xulsctae 02052018 04122018 Entered Month 10.05.2018  50.00 UAH "ACE
Kuiectap Kwisctas 02052018  04.12.2018 Entered Month 10.05.2018  50.00 UAH 7z (B x
EE;ZCJ;" (10 o crmnmwec 20042010 30.06.2018 Rejected Month 26.05.2018 17.00 UAH X
17kueBcrap  Jwwiectap  29.042010  31.07.2018 Entered Month 26.042018  17.00 UAH s X

Depending on status of the order, various buttons are available for performing operations
with regular orders:
|'f;\'
e '~ button - the “Edit” operation - go to the order editing form (see more
“Edit order for reqular service payments”);
o — button - the “Payment log” operation - go to the order execution log
(see more “Payment orders execution log”);

X .
o button - the “Cancel an order” operation - cancel or close the current

order (see more “Cancel/close an order”).

You can filter, sort and refresh data on the form with the list of orders (see “Filter and
refreshing data”).

Each line of the list is a link by which you can go to the form of editing a regular order
(see “Edit order for regular service payments”).

4.10.3. Edit order for regular service payments

Editing operation is available for “Entered” and “Not all signatures” orders.
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To edit the regular order go to the form with the list of orders for regular service orders
(select the menu item Service payments and switch the “"Regular” tab). Each line of the list is a

link by which you can go to the form of editing a regular order. Follow the link or click the
button.

e miBCTAR Komicia 2%, He meHwe 1.5 rpH
Homep TenedoHy BkasyetbeA Dea kogy +380 LBuakicTs NONOBHEHHA - NPOTATOM KINBKOX XBUNWH Winofoboso. 3BepHiTe yeary!
Komnania KuiscTap He Hanae paxyHki gna cuctemi Portmone com.licnA eeeferHnA | 3bepexenHA Baluwx peksianTis nonoBANTI
paxyHok KnigcTap moxHa uepes medto TloTouni paxyHkn 7a banancn/MonoBruT BanaHe B KoMNaHiax

The account is created automatically v

Phone number (without + 380}

feedmount

Make payment from the account/card

262070061113 | B,686.44 UAH w
Amount 50.00
Make the payment regular
Regular payment name Kyivstar
Maximum payment amount (%) 60.00
Validity period of regular payment from( pzosz01s [ till[ 04122013 [F)
Periodicity MONTHL o
Day of the month (& 10 m
In case of failure repeat (%) 3 days

During editing, you can change all order parameters, except bill attributes and commission
amount. The changes must be confirmed by entering the SMS code, as well as while creating a new
order.

Pay attention: While editing orders, on the basis of which a regular payment was created,
the system actually creates a new order, and the old one changes into the “"Closed” state.

4.10.4. Payment orders execution log

To view the order execution log select the menu item Service payments, switch the
TN
|

|
“"Regular” tab and click the = button.

A list of attempts (successful and unsuccessful) for performing a regular payment is displayed
on the action log form. For each attempt you can find out the payment time, the state and result:
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ACTION LOG
Payment time State Result Document
27.04.2018 11:45:10 Success Document successfully created Go
26.04.2018 11:45.05 Success Document successfully created Go

For unsuccessful attempts, a description of the error will be displayed. For successfully
executed payments, it is possible to click on the link and go to the form for viewing the created
payment document:

BILL PAYMENT

The account is created automatically

Document current state Approved
Phone number (without + 380) 0562230012
Make payment from the account/card 262005001339
Amount 14.00
feeAmount 5.00

To print the payment, click the “Print” button on the bill payment view form, and then the
button with the printer image on the payment view form.

Print payment x

ABTOMATUHECKW

KBUTAHLUS ‘egPrioy 21673832

Hiaacamne Goss CS LTD R ITW 2600532507900 &8 AT YkpCuGGank
Noprmone MO 351005

Mnarexnan cucrema Moprmone

Tenedon (059)444 33 22

PaxyHok 3a MoGinbHUI 38 A30K: Kuiscrap
Homep renedona (Ges +380) 679512625

Homep paxyHry/xapTen: Cyma 13.00

262005001339

lara Ta yac onepauii-
25/04/2018 09:40:02

Cyma po cnnamw: 13,00
Komicis: 5,00
Pasom: 18,00

Homep nnarexy & oOnikosii cucTemi Harxy:
54760

Homep nnarexy B nnatiwsii cucTemi'

]
|
|
|
|
|
|
1
: PaxyHOK CTEOpPEHMI 38TOMaTUYHO ANA NONOBHEHHA GanaHcy
)
]
)
]
]
|
)
366735634 :
|

4.11.Service ordering

In the Service ordering menu item you can create requests for different banking services,
such as safe reservation, card limits changing, SMS-banking, etc.
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4.11.1. Order a service
To order a service, proceed as follows:

1. Switch to the Service payments menu item, select a service and fill in the fields of the
opened request form:

SERVICE ORDERING

P SMS-BANKING

w OVERDRAFT

L~
@ HPVICTANBAHK AT “KPMCTANBAHK"

Hlymes T. H.

(MIB BnacHWka paxyHky)

Nacnopr: cepia, No EM123852
iy 3005296749

KonTakTtHuil Homep Tenedony: 9340733

3AABA
npo BiOKPUTTA NiMiTy oBepapadTy 3a NOTOMHHM PaxyHKOM
MNpoLuy BiAKPMTH NiMIT oBEpAPadTy 33 NOTOMHUMM paxyHHom No
¥ cymi rpPUBEHb.

1, Hanaw aosein NAT «KPUCTANBAHKR Ha nocTyn 00 CBOEN KpeauTHOI icTopil, 36ip, 36epiraHHA, BMKOPUCTAHHA Ta
NOWKWPEHHA yepes Blopo KpegwTHuX icTopid iHndopmauii wogo cebe (B Tomy uwmcni iHbopmawii, AKa MICTWTECA B
JepHaBHHX pescTpax Ta iHwwex 6asax nybniuHoro KOpPUCTYEaHHA) B NOpAARY, BM3HaYeHoMYy 3akoHom YepaiHw «Mpo
OpraHizauin GopMyBaHHR Ta obniky KpeguTHWX iCTopils.

Cnnaty NpoUeHTiB | NoraweHHA osepapadTy rapaHTyio B CTpokM nepeabayeHi ymosamM KpeaWTHOTO A0roBOpY.
OTpumyroum Kpegut y Burnagi osepapadTy y cymi o 50 000 rpH. BEaMa KpeaWTHMM Aorosip apibHo nmobyToswum
NPaBoYMHOM T3 NIATEEQMMYIO, WD OjK Y iHTEpECcax MOET Cim'l. LiED 3aAB0W 0QHOYECHD A0pyYak BaHKy 3BEpTatMcA 00
bype-akoi ocobwu (ocib), oprany, Towo, sigomomy abo HEBLgOMOMY MEHI, AKI MOMYTL CNPHUATH B NPMAHATT KiHLEBOTO
PilUeHHA NPo HBAaHHA MEHI KpeaMTy.

Micna nignucavHAa saneka Oyae eignpaeneHa 4o OaHKy. 3a98KM ONPaLLOBYIOTECA v poboui OHi 3
5-00 go 17-00. Tepmin onpautosaHHA 3aAexu Big 1 0o 5 pobounx gHis.

24.04.2017 Ilymex: T. H.

Cancel Sign (SMS)

Please note, the fields containing your personal information (full name, passport number,
identification code, telephone number) are filled in automatically. In the fields to enter account or
card numbers the lists of your accounts and cards are available. When filling in the date field, you
can use the built-in calendar.

2. After filling in the fields, please, sign the request (see “Signing of payment documents”)
and send it to the bank.

After the signed request has been sent to the bank, you can control the state of its processing
and view the full list of sent requests on the “List of requests” form (see “List of requests”).

4.11.2. List of requests

In the Service ordering menu item, on the “List of requests” form, you can view the list of
created requests which are being processed in the bank.

By default, in the list are displayed requests for the last month. To see the full list of
requests, activate the "Display all" switcher.
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LIST OF REQUESTS

Display all

Records on page: 10

Date A Request type State State date Comment

' [ . ALL DATA v . | .

24.04.2017 SMS-banking Entered 24.04.2017
24.04.2017 Overdraft Entered 24.04.2017
14.03.2017 Safe ordering Deleted 14.03.2017
13.04.2017 SMS-banking 13.04.2017
13.04.2017 Limits changing Entered 13.04.2017

Each line in the list is a link to the form of viewing detailed information about service order.
You can print the request by clicking the “Print” button.

VIEW A REQUEST

e HPUCTANBAHH MAT “KPMCTANIBAHK”

Ilymex T. H.

(MIE BnacHMka paxyHry)
Macnopr: cepia, Ne EM123852
nH 3005296749

HoHTakTHWiA Homep Tenedony: 9340733

JANKT
Ha pe3epBYyEaHHA cerdpa
Mpowy NigTEEpAMTH HEABHICTE BLNEHOTD iHOMBLAYanLHoro ceiida Ha BigaineHHi

MNe 1. Kuie, Meunnrorea, 4/1 Bigginesna Nel

Pozamip
(O sia 75%290 go 100¥290

O  sia 100450 0o 250*250

(@ =ia 300%290 a0 300%450

i Nnpu HaABHOCTI 3apesepeyeatv ceid s 04.04.2017 no 03.04.2017

Micna nignucasHa saneka Dyge eignpasneda oo DaHKy. 3aRBKM ONpPaWLoBYIOTECA ¥ poboul gHi 3
5-00 go 17-00. TepmiH onpayosaHHa 3aaekm 1-2 poboyi gHi.

12.04.2017 Ulymax T. H.

To return to the list of requests click the “Return” button.

4.12.Settings

The Settings menu item (the [‘] button) enables switching to the following settings:
e Console settings.
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e Profile parameters.
e Currency adjusting.
e Password change.

e Action log.

4.12.1. Console settings

To adjust the system, click the E] button (“Settings”) and select the Console settings
menu item.

1.

10.

In the Record number on one page field, you can specify the number of records, which
will be displayed on one page of any system table.

. In the Automatic log off, when the user is inactive (in minutes) field, you can specify

the time period after which the system will log off the bank server and require the
repeated logging-in, if there were no user’s actions for the specified period of time in the
system.

. In the Validity of one-time password from SMS (in minutes) field, you can specify a

time period after which a password that was sent to your phone number becomes invalid.

. Select a bank branch, whose business day will be used in table filters on default in order to

filter information in the tables with the lists according to the business day of the bank.

. If you wish the system to notify you about the expiration of the certificate, specify the

number of days before expiration, when the system is to start notification (“Specify how
many days before the certificate expiration the system starts displaying alerts”).

. If you wish the system to notify you about the expiration of the login password, specify the

number of days before expiration, when the system is to start notification (“Specify how
many days before the expiration of the login password the alert appears”).

. If you wish not only valid deals, but closed ones to be displayed in the list of loan

agreement as well, set the checkbox “Show closed loan agreements”.

. If you wish not only valid deals, but closed ones to be displayed in the list of deposit

agreement as well, set the checkbox “Show closed deposit agreements”.

. Set the checkbox “Show closed cards”, if you wish both active (valid, blocked,

suspended) and cancelled cards to be displayed.

Set the checkbox “Filter the reference book of correspondents according to
the bank code of a payer account”, if you want the reference book of correspondents to
display the list of your correspondents of other banks for transactions within Ukraine (your
bank correspondents are excluded).

To apply the settings, click the “Save” button.

4.12.2. Profile parameters

To adjust profile parameters, click the E button and select the Profile parameters menu

item.
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Mobile phone

755+ **5677

Country code 38 Mumber

The bank will use this mobile phone number for contacting you. The format of number recording: a country code (380 — Ukraine) + a code of
mobile operator and contact telephone number, e.g. 308 501234567

Here you can specify e-mail addresses by means of which the bank can contact you

Save

The form contains the following profile parameters:

1. Mobile phone numbers.

2. E-mail for alerts - your e-mail for bank mailing.

3. E-mail 2 - your contact E-mail for exchanging messages with the bank.
4

. Report format is for selecting the format of received reports. The following formats are
available: HTM, PDF, RTF, TXT, XLS.

Click the “Save” button.

If it is required to enter the code for parameters change confirmation, you will receive an SMS
with the code. The SMS with the code will be sent to your phone number that you provided to the
bank during registration in the system. Enter the received code in the field, click the “Save” button

for applying the settings.

4.12.3. Currency adjusting

To adjust the list of currencies displayed in the main page, click the E button (“'Settings”)
and select the Currency adjusting menu item.

From the currencies full list you can select the currencies you wish to view in the main page

_}
of the system and shift them to the list of displayed currencies by clicking the . button. If you

+
wish to delete the currency from the list of chosen currencies, click the . button.

Note. A customer can not remove the currency from the list if:

¢ he has at least one account in this currency;
e the bank has set this currency as the default currency for displaying to all users.
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ADJUSTING THE CURRENCY LIST

Not display Display on the main page of the system
ADP AHOOppCBEA NeceTa o BYR Binopycskui pyans -

AMD BipMeHCbKMA gpam CZK Yecbka KpoHa

ALUD ABCTpaniicekuiA Jonap EUR €8po

BGL INeg (Bonrapia)

BRL Bpa3zinbcekui pian
CHF LLBeALapcskriA paHk
EGP ErMneTcukuin yHT

GBP ©yHT CTepniHris

GEL Napi

HKD Oonap FoHKOHrY
INR IHOIACbKA pynis
KZT TeHre (KasaxcTaH)
LTL NMuToBCEKMA NiT
MDL Monaosc kK1 nei

RARIT T i W AT TR

- -

The page is used to adjust the list of currencies to be shown in the 'Exchange rates’ window on the main page of the system.

In order to add a currency to the list, choose one or several currencies in the left area (only the currencies whose rates for the current
day are available are displayed there) and click the "' button, as a result the currencies names will be shifted to the list of displayed

currencies (right area). Then click the *Save' button.
The amount of currencies on "My accounts' cannot exceed 20.

To delete currencies from the list shift them from the list of displayed currencies by the same method (using the '<' button) to the list of all
available currencies and click the *Save' button afterwards. The currencies in which you have accounts, cannot be deleted from the list.

Save

To apply the settings, click the “Save” button.

4.12.4. Password change

To change your password for logging in to the system, click the E button (“Settings”) and
select the Password change menu item.

PASSWORD CHANGE

Current password

-

New password

Re-enter the new password

-

'
| olol |
b oy

The form is used to change a login password. To change the password enter your current password, enter a new password and confirm it, after
this press the 'Save' button

Save

To change the password, proceed as follows:
1. Enter your current password for logging in to the system in the Current password field.
2. Enter your new password in the New password and Re-enter the new password fields.

3. Click the “Save” button.
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Attention! Passwords of each user of the certain working place must be unique during the whole
period of operating the system. They must consist of Latin letters of both cases, numbers and
following symbols: ' @ # $ % * () _ -+ = |.

All other characters, the space and Cyrillic letters will be ignored.

4.12.5. Action log

A user’s 10 latest actions are fixed in the system. You can see data about the operations of
documents and messages creating, deleting and editing, data about logging in the system, etc.

For this select the menu item Settings/Action log.

1 " Oc‘tgﬁzﬁ 2018 Successfully IFOBS Web System login (h\_lqjl
2 " Oc‘tgl:ciear 2018 Successfully iFOBS Web System login (.‘;?I
3 1w Oc}?}?ﬁ 2018 Successfully iIFOBS Web System login ( :ﬂ?l
4 17 Oclober 2016 Successfully IFOBS Web System login -\::\-
5 17 0'3,“_2.?168" 2018 Successfully iFOBS Web System login .'\:- :?I
B 7 Oc‘tgﬁ?ﬂr 2018 Successfully IFOBS Web System login I( :H?I
7 17 Oc.t%l?% 2016 Successfully iFOBS Web System login ':h:‘j'
3 1 Oc}%l:c';e?r 2018 Successfully iIFOBS Web System login ( :‘?'
9 17 Ocloper 2016 Successiully iFOBS Web System login -:i/\-
10 17 Ociober 2016 Error iFOBS Web Creation Deposit money -:::/\-

Operation details

Document creating and change, password change and certificate regeneration, message creating

4.12.6. Limits

To view the limits on payments and transfers in the Internet banking system, switch to the
Settings/Limits menu item.

In the opened page, you can read about the limits restricted the amount of transactions to
the bank customer cards and accounts as well as to card and account of customer from another
bank within Ukraine.

Besides, bank limits (the “"Bank” column) and your account limits if they are set (the “User”
column) are displayed in the page. If both bank limits and user limits are set, the system operates
according to user limits during operation performing.

To set the limits of your account, please, contact the bank over the phone, specified at this
system section.
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4.13. Messages

To view the messages received from and sent to the bank using the client-bank system, click

the button ("Messages”).

A digit in the top-right corner of the E" button shows the number of new incoming
messages.

2

MESSAGELIST

Records on page: 15

Date Message type Subject State of reading
m ALL DATA, v ALL DATA v
20022017 Inzaming Our new loan propaositions Unread
20022017 Incaming Systemn safety information Read
20022017 Dutgaing Deposit Unread

The list of messages contains general information: date, message type (incoming or
outgoing), message subject, state of reading.

On the form, you can filter data to receive information about the required category of
messages by configure filter parameters.

To view detailed information, click the line with the required message.

VIEW MESSAGES

Bank branch: 300008

Subject: Mew deposit

Message text | want to open a new deposit. Call me, please, +380951234567

Message type: Dutgoing

Date: 200022017
State of reading: Unread

State: Mot all signatures
Attachment: B Passport.doc

On the form of viewing data, you can perform the following:

e View the extended information about a message.

e Open a file attached to a message (click the file name).

e Delete the message (click the "Remove” button).

e Return to the List of messages (click the “*Return” button).
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4.13.1. Create a message
To create a message, proceed as follows:
1. Click the “Create a message” button on the form with the list of messages.

2. In the Bank branch field, you can select a bank branch for sending a message.

Bank branch: 3000049 “
Supject: Deposit

| want to open a deposit. Call me, please,
+280951224557|

hWessage text

There isfare 1944

[q1]
11}
—
[q1]

Passpiort, doc De

Attach a file

3. Specify the message subject.

4. Enter the message text.

5. To attach a file to a message, click the “Attach a file” button. If you need to attach more
than one file, click the “Attach a file” button repeatedly.

6. Click “"Browse...” button in the field for selecting a file and switch to the directory of files
that might be attached. If you need to remove attached file, click the “"Delete” button.

Attention! Your message can not contain files with the same names.
7. If you need to clean message fields, click the “Clear” button.
8. To send your message to the bank, click the “*Send” button.
9. To go back to the List of messages page, click the "Return” button.

4.14. Notification
You can view new notifications on your cards and regular payments on the main Eare in the

“Information” section. For viewing all received notification, press the button

(“Notification”) or the “View all” button in the “Information” section.

24
You can see the indicator of new notifications number located above the button .
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NOTIFICATION

@ Mark a read

Date m Nofification Notification type ~
16.05.2018 782 24-JAN-32 E9EB686D735D5EF375943A332528F62E Expired Card

16.05.2018 781 24-JAN-32 DTTBE90C5DCCO4AG0CFEC5DC37B85BB3 Expired Card

You can see the following information in the list of notifications: date, notification text,
notification type (“Expired Card”, “Card reissuing rejected”, “Regular payments, application
approved”, “Regular payments, application rejected”).

On the form, you can filter data to receive information about the required category of
notifications by configure filter parameters.

After viewing the notification. It can be marked as read by clicking on the (“Mark as
read”) button.
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5. HARDWARE AND SOFTWARE REQUIREMENTS TO OPERATING

THE SYSTEM
Hardware requirements
Parameter Value
Processor (CPU) AMD, Intel
CPU Clock speed 1.2 GHz +
RAM 1024 Mb +
HDD 80 GB

Software requirements

Operating system

Other software

Windows Vista/7/8
MacOS 10.7.X+
Linux

i0S 7.1+

Android 4.1+

Microsoft Internet Explorer 10+
Firefox 27+

Chrome 35+

JRE 1.6+
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6. RECOMMENDED PLATFORMS

The target platform for working with the Web version of the system is a personal computer or
laptop with a standard processor architecture (x86) and a screen width no less than 1000 pixels
(with an aspect ratio of 4:3).

That is why we do not recommend to run the applications on platforms which differ from the
standard one (for example, mobile phones or tablets) to avoid interface elements incorrect
displaying or failures connected with the platform restrictions, which may interfere with the normal
run of the application.
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7. RECOMMENDED SETTINGS OF A BROWSER

For operation with the web version of the system we recommend to use one of the following
Internet browsers:

e Internet Explorer;

e Firefox (can not be used for operation in standard mode because the browser does
not support java applets);

e Safari (can not be used for operation in standard mode because the browser does
not support java applets);

e Chrome (can not be used for operation in standard mode because the browser does
not support java applets).

Before you start working with the system you should adjust some settings of the browser you
are using. The location and name of the user settings depend on the browser type. For more
detailed descriptions of the recommended settings please refer to the help files and manuals for
your browser.

7.1. Cashing

The browser stores copies of web pages, images and media files in temporary folders
(i.e. caches) in order to speed up further attempts to view them. For getting updated versions of
pages while operating the system, it is necessary to disable caching in the settings of your browser.
The procedure depends on the browser you are using.

7.2. Security

For the sake of security the Internet browser checks web pages content for dangerous items.
For bubble helps, banners and web pages other content to be available while operating the system,
you have to configure the security settings in your browser.

To perform it, do the following in the security settings:

1. Add URL of web-site which you use for connecting to the system to the zone of trusted
sites;

2. In the setting of the security level, set the minimum level for the trusted sites (this setting
may be necessary according to the security requirements of your browser).

7.3. Deleting cookies

The cookies are small text files with the help of which web sites recognize your browser. They
contain the information about user preferences (for example, language selection) and user
credentials.

To ensure safety of the system we recommend deleting cookies from time to time. You can
delete these files in the user settings of your browser.

7.4. Display of web application page

If you have any problems with logging in to the web application (for example, the login page
is not displayed) one of the possible reasons might be the disabled Java support in the browser. To
enable the Java support, refer to the user manual of your browser.

Before the first login we recommend to clear the Java cache, by deleting temporary files with
the help of the Java control panel.

To avoid possible errors with display of web application pages in the Internet Explorer, we
recommend:
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1. Enable the “Display mixed content” option in the browser security settings (Tools /
Internet Options / Security / Internet Zone icon/ Custom Level / in the Display mixed
content option set "Enable");

2. Disable the "Compatibility View setting” (the name can be different depending on the
Internet Explorer version). To perform this, go to Tools/Compatibility View Settings. In
the "Websites you’ve added to Compatibility View", delete the address of the web
application, and uncheck "Display all websites in Compatibility View".

7.5. Adjusting documents printing

For adjusting correct document printing in the page settings of the browser set 5 mm (or 0)
as the value for the right and left margins and save the settings.
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8. System safety information

In order to prevent outliers’ access to the confidential information of the system, and to data
viewing, transferring and modifying, the system uses a multilevel architecture of security, which
includes:

e obligatory authorization and authentication of users;

e logging of all users actions in the system;

e data exchange only through standardized interfaces;

e safety of data link on the basis of SSL v3.0;

e digital signing of documents with usage of asymmetric algorithms;
e control of access rights for system objects.

Every user of the “Sberbank Online” system is a guarantor and a component of security
system and he must observe the rules:

e Never tell anyone your login and password;
e Use the “Exit" button to finish the session;

e Follow other bank recommendations as for providing of security and integrity
of information at operation with the system.

Never tell anyone your password and login

The system identifies a user by his login and system password. To avoid the illegal access to
your confidential information never tell anyone your essentials for logging in the system.

The bank provides each user with:

e Login - a user name,
e Password - a password for logging in the system.

For the sake of security at first logging in the system recommend changing the password for
login to the system.

The system saves all the attempts to change and try the system password.

Use the “Exit” button to finish the session

If you deflect your attention away from the computer without finishing the session, outliers
can profit by the occasion.

Follow other bank recommendations as for providing of security of your information
at operation with the system

The developers do not recommend operate the system in:
e Internet cafes and other places of the kind where there is no guarantee that
user actions are not followed by outliers;

e places with video surveillance equipment which makes it possible get the
information about user passwords;

e if you are not sure in safety of the program software (viruses, special
programs sending user passwords to outliers, etc.).

Providing security while operating via the Internet

The security of data exchange while operating via the Internet is assured by accurate mutual
authentication of data exchange participants.

The data exchange can be started only after adjustment of cryptographic connection between
units “Client” and “Server”. All the data exchange between system client and server, including
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sending of client’'s authentic authorities (passwords) for registration and access to data and
operation, is performed in encrypted way. The operations of data encryption/decryption are
provided by crypto-safety libraries and performed on the application level while data is being
prepared for sending to the bank.

User rights

Depending on operation mode specified in the agreement of connection and support of the
system clients, the user can have full or limited access to the system menu, accounts, rights to
perform operations or to view data only.

User rights can be limited, for example a user can prepare documents, but he does not have
a right to sign them.

To make changes to user rights, you have to contact the administrator of the system in the
bank.
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